Personal data: how context shapes consumers’ data sharing with organizations from various sectors 

Bjoern Roeber & Olaf Rehse & Robert Knorrek & Benjamin Thomsen 

__________

RQ (4)

RQ:  We conducted a conjoint study, comprising more than 3000 participants, to investigate consumers’ data sharing sensitivities along six dimensions of context and across ten private and public sectors covering the whole economy. 

RQ:  Our research aims to contribute to a more comprehensive understanding of consumers’ behaviors regarding the formation and usage of their digital identities.  

We use conjoint analysis RQ:  to explore how different context dimensions of data sharing impact user’s personal decision to share personal information.

RQ:  Our research design aims to produce empirical insight into personal data management issues that are ...

__________

RP-O (19)

RP-O:   Data – in particular personal data – is becoming a critical asset in more and more industries beyond the Internet sector. Applications based on such data, to improve existing products and processes as well as to create completely new ones, are regarded as a major driver of economic growth. 

Further, we provide evidence that the right to be forgotten can significantly  RP-O:   increase consumers’ willingness to share their data. 

RP-O:  private organizations relying on academic research have had difficulties understanding how privacy concerns exactly impact their attempts to request personal data. 

RP-O:  ... highly relevant to private organizations and public institutions and may assist in determining how to address privacy concerns in the respective business models of organizations. 

It seems that, RP-O:  organizations that have built trustful relationships with their customers, that have demonstrated how they provide benefits to their customers in return for shared data, might be at an advantage in collecting further data.

RP-O:  insights for private and public institutions: 

... the right to be forgotten ... RP-O:  can increase consumers’ willingness to share their data significantly. 

Even the promise of the organization ... RP-O:  leads to higher willingness to share compared to a completely undefined procedure. 

These findings bear several RP-O:  implications that are relevant for organizations and policy makers. 

we consider these results to be a strong indication that comprehensive data minimization pays off RP-O:  for organizations. 

... our data shows such minimization through anonymization significantly RP-O:  increases the share of consumers willing to participate. 

RP-O:  we strongly advocate for organizations that aim for higher share of consent to increase the choices they offer consumers.

More choices for data sharing along the context dimensions RP-O:  would allow consumers to adopt their sharing better to their preferences 

More choices for data sharing along the context dimensions would RP-O:  probably result in an overall increased sharing that is more beneficial for organizations 

More choices for data sharing along the context dimensions would RP-O:  [probably result in an overall increased sharing that is more beneficial for] consumers alike. 

Keywords (total 19 occurrences):

•
[data-using] organisations (6) plus proxies for data-using organisations (10)


•
industries (1)


•
increase consumers’ willingness to share their data (4)


•
private organisations (3)


•
public institutions (2)

•
policy makers (1) – a single mention in passing, with no preparation or elaboration

•
consumers (2) – two mentions, at the end, with no preparation or elaboration

__________

RP-C (4)

RP-C:  At the same time consumers’ concerns about the proper use of their data by organizations are growing. 

we find that RP-C:  context of sharing personal data is more important in the consumers’ decision making than the actual data itself. 

RP-C:  the anxiety of consumers regarding the use of their personal data is increasing. 

RP-C:  70% of consumers were concerned about how companies were using their personal information. Incidents such as the Sony PlayStation data hacking scandal (Brown 2011) underline how unstable the grounds are for organizations
Keywords (total 4 occurrences):

•
consumers (4)

__________


Occurrences of the string <organi> (34)

use of their data by organizations (D)

all consumers ... want to share personal data with organizations if ... (D)

consumers clearly discriminate between organizations ... (D)

Incidents underline how unstable the grounds are for organizations (O)

organizations ... are contemplating (D)

the organization collecting the information (D)

depending on the collecting organization (D)

private organizations relying on academic research have had difficulties ... (O)

relevant for private organizations (O)

usage of their data by the collecting organization (D)

relevant to private organizations and public institutions (O)

how to address privacy concerns in the respective business models of organizations (O)

the attribute ... Organization (D)

the attribute ... Organization  refers to the type of organization (D)

the way the respondent has to transfer the information to the organization (D)

imagine that an organization offers them financial compensation ... (D)

types of organizations included in our conjoint analysis (D)

determine the magnitude by which the various organizations differ (D)

depending on the collecting organization (D)

the attribute ... Organization (D)

respondents most willingly share their data with organizations from ... (O)

organizations that have ... might be at an advantage in collecting further data (O)

evidence that there is a significant difference between organizations (D)

the usage of their data by the collecting organization (D)

people ... very rarely share all data types with one single organization (D)

the context dimension organization (D)

nearly all consumers ... are willing to share personal data with organizations if ... (O)

consumers clearly discriminate between organizations from ... (D)

the promise of the organization ... leads to higher willingness to share (O)

implications that are relevant for organizations and policy makers (O)

comprehensive data minimization pays off for organizations (O)

we strongly advocate for organizations that aim for ... (O)

beneficial for organizations (O)

the currently common practice of disclosure to organizations (D)

Summary:
Non-relevant (e.g. –)
  

  0

Descriptive (e.g. 'the type of organization')
21

Normative:

•
Objective (e.g. 'for organizations')
13

•
Constraint (e.g. –)


  0

____________

Occurrences of the string <consumer> (45)

consumers’ concerns (C)

consumers’ data sharing sensitivities (C)

consumers ... want to share personal data with organisations if ... (C)

consumers clearly discriminate between organizations ... (D)

context ... is ... important in the consumers’ decision making ... (D)

consumers’ willingness to share their data (C)

consumers’ sensitivities for sharing their data (C)

the anxiety of consumers regarding the use of their personal data (C)

consumers were concerned (C)

understanding of consumers’ behaviors (D)

research methodology to evaluate consumer preferences (D)

consumers’ data sharing decision making (D)

six context dimensions impact consumers’ decisions (D)

Cvrcek et al. (2006) analyze consumer’s privacy concerns (D)

inconsistencies between consumer’s privacy concerns and consumer’s behavior (C)

the value consumers associate with their privacy (C)

the identification of privacy segments across consumers (C)

the value that consumers associate with privacy (C)

access to the most diverse range of consumer information (D)

relevance of context for consumers’ decisions (D)

a proxy for the benefit that consumers require (D)

Consumers’ willingness to disclose private information (C)

Consumers appear to be highly protective (C)

consumer goods manufacturers (N)

consumers who purchase online (D)

we would have expected that consumers would associate more trust with banks (D)

less sensitive for consumers to share data actively than passively (C)

consumers feel more threatened by ... (C)

if the data is used solely to deliver the product or service the consumer requested (C)

consumers derive the highest utility from ... (C)

comprehensive consumer research on the issue of ... (D)

consumers ... are willing to share personal data with organizations if ... (C)

consumers clearly discriminate between organizations ... (C)

a significantly higher share of consumers state that they would share their data with ... (C)

important in the consumers’ decision (D)

consumers’ willingness to share their data (C)

the share of consumers willing to participate (D)

[to] aim for higher share of consent ... increase the choices they offer consumers (C)

More choices ... allow consumers to adopt their sharing better to their preferences (O)

[... an overall increased sharing that is more beneficial for] consumers (O)

consumers’ decision making (D)

Transparency of data use for consumers (D)

the current level of awareness of consumers (D)

consumer segmentation regarding privacy and data sharing behavior (C)

consumer segmentations (C)

Summary:
Non-relevant (e.g. 'consumer goods manufacturers')
  1

Descriptive (e.g. 'understanding of consumer preferences')
18

Normative:

•
Objective (e.g. 'for consumers')

  2

•
Constraint (e.g. 'consumers' concerns')
24

__________

–   5   –


