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Abstract Data – in particular personal data – is becoming a critical asset in more and more industries beyond the Internet sector. Applications based on such data, to im prove existing products and processes as well as to create completely new ones, are regarded as a major driver of economic growth. At the same time consumers’ concerns about the proper use of their data by organizations are growing. We conducted a conjoint study, comprising more t han 3000 part i ci pant s, t o i nvest i gat e consumers’ data sharing sensitivities along six dimensions of context and across ten private and public sectors covering the whole economy. We find that nearly all consumers (99.9 % of our sample) want to share personal data with organiza tions if the benefits and terms suffice their needs. Second, we show that consumers clearly discriminate between organizations from various industry sectors when it comes to their willingness to share their data. Third, we find that context of sharing personal data is more important in the consumers’ decision making than the actual data itself. Further, we provide evidence that the right to be forgotten can significantly increase consumers’ willingness to share their data. 

Introduction 

At this point, everyone is aware of the importance and value of personal data. Many say that it is the new gold (Maude 2012), the new oil. Despite a growing research base, the value of personal data and consumers’ sensitivities for sharing their data is still a big unknown. Meanwhile, the anxiety of consumers regarding the use of their personal data is increasing. Eurobarometer (2011), a major Europe-wide study conducted in 2010, revealed that 70 % of consumers were concerned about how companies were using their personal information. Incidents such as the Sony PlayStation data hacking scandal (Brown 2011) underline how unstable the grounds are for organizations. Governments too, are facing difficulties when it comes to the right approach for dealing with personal data from their citizens, exemplified by a case of the German law enforcement authorities receiving data from a major telecommunications company without legal basis for it (Medick and Teevs 2013). The topic of personal data is high on the agenda of summits such as the World Economic Forum (World Economic Forum 2013), and a new General Data Protection Regulation on EU level is in the making. 

Underlying trends such as increasing smartphone penetration, use of social media and the ‘Internet of Things’1 are driving the exponential growth of digitally available data. The Bdigital identity^ of people – defined for the purpose of our research as the sum of all digitally available data about an individual, irrespective of its degree of validity, its form or its accessibility – is growing in depth and volume. Increasingly, organizations beyond the Internet and retail sectors are contemplating how they can improve their products or reduce costs by leveraging digital identity. Our research aims to contribute to a more comprehensive understanding of consumers’ behaviors regarding the formation and usage of their digital identities. We conduct a survey with over 3000 respondents in three European countries, one of the most exhaustive data sets ever gathered in this research field to our knowledge. 

We use conjoint analysis to explore how different context dimensions of data sharing impact user’s personal decision to share personal information. In particular, we ask respondents to trade-off between different bundles consisting of a certain data type and other attributes (such as how the data is going to be used, the sector and the organization collecting the information is operating in) and monetary compensation in return. As a next step, we evaluate the relationship between the different attributes and also between the different levels within each attribute. Conjoint analysis is a common research methodology to evaluate consumer preferences and has already been used – though sparsely – in the field of privacy research (compare for example, Hann et al. 2003; Bughin 2011). Compared to existing research, our work focuses exclusively on consumers’ data sharing decision making. Thus, we are able to show how six context dimensions impact consumers’ decisions. 

We structure this paper as follows: First we present an overview of related research. Second, we introduce the methodology of our research, including design and setup. Third, we analyze the conjoint results. Finally, we conclude with a summary of our maj or findings and a discussion of the implications. 

Related work and research hypotheses 

As the amount of possibilities to create and share personal data increased with significant growth over the past decade, the coverage of related issues by the academic literature as well heavily increased. Parts of the respective research have focused on very specific aspects of the privacy discussion. 

For example, Cvrcek et al. (2006) analyze consumer’s privacy concerns with regard to location data and find that, on average, respondents require about 20 British Pounds for giving up their location data for non-commercial use. Furthermore, Acquisti and Gross (2006) conducted a study on privacy related issues with regard to Facebook and find that there is solely a very weak negative correlation between the degree of privacy concern and network membership across the respondents. Thus, the authors document inconsistencies between consumer’s privacy concerns and consumer’s behavior with respect to privacy-influencing activities. 

Some research has focused on the value consumers associate with their privacy and the identification of privacy segments across consumers (see for example Bughin 2011 or Krasnova et al. 2009). In an attempt to provide a better understanding of the valuation of privacy, recent literature has relied on the use of conjoint analyses (see for example Bughin 2011 or Acquisti et al. 2009), which allows the approximation of privacy valuations based upon real-life situations. However, Acquisti et al. (2009) note that an exact estimation of the value of privacy is a near impossible undertaking, since the privacy value depends on many dimensions, particularly the context of the respective data request. The authors expect that the entirety of all influencing factors has not yet been identified. 

Furthermore, Acquisti et al. (2009) document significant differences in privacy valuation results depending on the dependent variable used in the conjoint analysis, distinguishing for instance between the willingness to pay and the willingness to a c c e p t a p p r o a c h . Th e s e i n c o n s i s t e n c i e s c a u s e s e v e r e difficulties in assessing the value that consumers associate with privacy. For example, Hann et al. (2003) find valuation of privacy ranges from 30.49 US Dollar to 44.62 US Dollar per month based upon their investigation of website privacy. Krasnova, Günther and Hildebrand (2009) conducted a conjoint analysis with regard to privacy in online social networks and conclude that on average users are willing to pay between 14.14 Euro and 17.24 Euro a year for a more privacy friendly of the online social network. In contrast, Bughin (2011) reports an average valuation of privacy of just 4 Euro per month, based upon surveys conducted in the US, Germany, France and UK. Bauer et al. (2012) find the median value of all one’s Facebook data is even zero. Despite these differences in valuation results, authors agree – not surprisingly – that people tend to be more willing to give away their data as the monetary incentive for doing so increases. We therefore hypothesize: 

Hypothesis 1 People are rather willing to share personal data, as the perceived benefit increases for giving away their data The significant variations in privacy valuations may be a result of the differences in the studies’ set up. In particular the context of the research appears to be a decisive factor for explaining valuation differences. In an attempt to better understand these contextual dependencies, this paper introduces new dimensions to the privacy discussion and utilizes conjoint methodology to investigate the influence of various context conditions. Prior research has for instance rarely investigated differences in privacy valuations that may arise from different industry sectors requesting different types of data (see for example Acquisti et al. 2011 and Krasnova et al. 2009). Against this background we hypothesize: 

Hypothesis 2 People value their personal data differently depending on the data type 

Hypothesis 3 People value their personal data differently depending on the collecting organization 

A weakness of existing studies is that these have tested privacy valuations with less data types than we incorporated in our survey. Thus, private organizations relying on academic research have had difficulties understanding how privacy concerns exactly impact their attempts to request personal data. Whereas many studies have investigated the impact of data use (see for example Bughin 2011), we cannot find research investigating the impact of the data collection method (for example, by filling in a form or by allowing someone to track one’s data), which is highly relevant for private organizations. Also, possibilities of deleting existing data (referred to as the option Bright to be forgotten^) are only just now emerging as a new industry in the internet and have consequently not been addressed yet in academic research. Therefore, we developed three further hypotheses in an attempt to contribute to the understanding of how various data collection methods and usages, as well as a right to be forgotten, impact privacy valuations and willingness to share personal data: 

Hypothesis 4 People value their personal data differently depending on the collection method 

Hypothesis 5 People value their personal data differently dep e n d i n g o n t h e u s a g e o f t h e i r d a t a b y t h e c o l l e c t i n g 

organization Hypothesis 6 People value their personal data differently depending on having the right to have their data deleted at their request 

Our research design aims to produce empirical insight into personal data management issues that are highly relevant to private organizations and public institutions and may assist in determining how to address privacy concerns in the respective business models of organizations. 

Research methodology 

Survey details 

We invited 16,500 people from the Netherlands, Germany, and Poland to participate in an online survey between August 2nd and 7th, 2012. Participants were randomly selected by a computer based on key socio-demographic information from the database of a large survey institute to form a representative sample of the adult population (18 years and older) according to the socio-demographic factors of age group, gender and region within their country. We received 4961 answers from which we deleted 1575 due to incomplete observations, 131 for illogical response (i.e. timing, etc.) and 148 because our demographic quota logic was full. Hence, our data set is based on 3107 valid responses comprising 1026 individuals from the Netherlands, 1041 from Germany and 1040 from Poland. 

These countries were chosen because they are known for having a population with medium to high privacy concerns, which is different than in southern European countries, where privacy valuation is believed to be lower (Eurobarometer 2011). The average age of the participants was 45.7 years. On average, participants spent 34.76 min answering the whole questionnaire. Table 1 shows the key socio-demographics of our survey population (n = 3107). 

Our survey consisted of two parts, the conjoint analysis part and an additional questionnaire (non-conjoint questionnaire). The additional questionnaire asked a series of questions regarding privacy concern, awareness, experience and attitude of respondents with sharing of personal data as well as sociodemographic information. Most items were anchored on a 5point Likert scale (1 = Strongly Disagree; 5 = Strongly Agree) as suggested by Carifio and Perla (2008). Some questions involved multiple answer options (single select and multiple select) and in addition, we asked for socio-demographical information. 

Before carrying out the survey, we conducted qualitative interviews to ensure that survey questions and descriptions were understood by respondents from different regions and backgrounds. Accordingly, we avoided technical terminology in the survey. Both the qualitative interviews and the online survey were conducted in the respective native languages. 

Conjoint design and experimental procedure 

A conjoint analysis uses attributes which are seen as product characteristics by the respondents, to form the respondents’ preferences. Our conjoint analysis is constructed with six attributes – BData Type^, BOrganization^, BMethod of data collection^, BUse of data^, BRight to be forgotten^, and BMonetary compensation^. Each attribute has three to twelve levels which allow evaluating the respondents’ preferences for each product attribute. Conjoint analysis reveals the respondent s’ under l yi ng val uat i on of at t r i but es and l evel s by decomposing the single utilities of the stimuli chosen by the r e s p o n d e n t . I n o u r c o n j o i n t a n a l y s i s , t h e a t t r i b u t e BOrganization^ refers to the type of organization which offers the respondent the financial compensation for personal information. The different levels of this attribute comprised in our study online shops, retailers, loyalty cards, public agencies, health insurances, car manufacturers, online search engines, mobile phone operators, cable network operators, banks and social network sites. The attribute BMethod of data collection^ refers to the way the respondent has to transfer the information to the organization. The levels for this attribute were Bactively, by writing a comment or review^, Bactively, by filling in a form^, Bpassively, by allowing them to profile you^, and Bpassively, by allowing them to track you^. Table 9 presents all final attributes with their respective levels and the explanation as shown to the respondents of the conjoint survey. 

The attributes and levels were subsequently adjusted through the feedback of a pre-survey group. It is important that all attributes in a conjoint analysis are independent and all levels are mutually exclusive among each other on the one hand whilst collectively exhaustive on the other hand in terms of our research questions as stated above and background. Hence, we conducted a pre-survey among a group of 25 Germans, to ensure the accuracy of these conjoint characteristics and also make sure people understand the questions. People from the pre-survey were shown examples of our conjoint questions on a screen and asked for their feedback. The qualitative interviews helped us to fine-tune the questionnaire. Feedback was given on the layout of the conjoint questions being presented as well as to the explanatory introduction. We got feedback that a mouse-over function during the conjoint might be helpful to see further explanation if necessary. Wording was adjusted to reduce level of ambiguity to a minimum. The qualitative interviews were conducted face-to-face, via email and telephone. The final survey was conducted by SSI (Survey Sampling International) via their Frankfurt branch and was undertaken purely online. 

During the conjoint survey, participants received a short introduction about the scenario to follow and an explanation of what their task is going to be. They were asked to imagine that an organization offers them financial compensation in return for certain data about themselves. Next, they were presented with a conjoint example to make them familiar with the survey design, to give them a test-Bdeal^ upfront and to show them some examples how to choose their preferred answer (i.e. by mouse-click). After the introduction, every participant was presented with twelve sets of Bdeals^ (see Fig. 1 for an example), each consisting of three scenarios in which monetary compensation was offered in exchange for personal data. The levels for the attribute of monetary Bcompensation^ (0, 5, 10, 15, 20, 25, 50 – in Euro or Zloty depending on the country) were derived from previous work in the field of privacy valuation (see for example Bughin 2011, or Hann et al. 2003). Bughin tested levels ranging from zero to eighteen Dollars per month, whereas Hann et al. used compensation levels ranging from five to twenty Dollars. We decided to include compensation levels of up to fifty Euros (Zloty) based upon the high number of data types and types of organizations included in our conjoint analysis, as we want to ensure enough differentiation possibilities to better determine the magnitude by which the various data types and organizations differ in terms of compensation. For each set, respondents picked the scenario, or exchange, they viewed most favorably. Following each set, participants were asked to confirm their choice again (BYes, I would subscribe to this set^) or choose one of the Bnon-options^: 

a) No, I wouldn’t because I do not get enough financial compensation 

b) No, I wouldn’t because I will not provide this data at any level of compensation 

With this second question, we tested if participants only chose one set because they are forced to, or if they would actually like to do the deal. 

Analysis of survey results 

Data analysis of conjoint results We analyzed the conjoint results by using the calculated utilities for each respondent. Utilities are scaled values given to each level within one attribute by the respondents. We utilize all individual utilities for our calculations instead of averages, which is in line with the approach of Orme (2002), in order to obtain the relative importance of each attribute for the sample. 

Relative importance allows understanding the difference each attribute can make for the overall utility by checking for the range of each attribute’s utility values. The larger the range for each attribute, the higher the relative importance. Furthermore, we analyzed the level utilities (part-worths) to identify the relative attractiveness of each level towards the other levels and can therefore simulate all the potential tradeoffs between each level. Using a standard test to gauge the accuracy of conjoint surveys – the root likelihood analysis (RLH) – we found the resulting significance of this survey to be good with an RLH of 0.64. This implies that predictions based on the conjoint model are twice as good as random predictions. 

Table 2 presents the results of the conjoint analysis. It comprises the utility and relative importance of each level and each attribute respectively. For example, the level Bage group and gender^ of the attribute BData Type^, is the least sensitive information of the attribute BData Type^ as it has the highest utility. The column BDelta of Final Utilities^ indicates the relative difference in sensitivity in comparison to the previous level of the attribute. The level Bopinion on products and services^ is closer (only 0.022 delta) to being seen as little sensitive as Bage group and gender^ than being seen as much sensitive as BInterests^ (delta 0.181). Relative importance is a good indicator of the weighting of people’s preferences on an attribute level, meaning what is the order of importance in terms of attributes. Table 2 reveals that BData Type^ is the most important attribute (31 % relative importance) for respondents’ decision making. Note that all the level utilities of one individual attribute add up to zero – the expected relation as the utilities are scaled to sum to zero within each attribute. Note also that utilities are only comparable within one attribute, not across attributes. 

For the statistical analysis we define the realistic base cases as follows: For the data type, we chose Bname and e-mail^ as most applications and services on the Internet require this information for the respective use (e.g., a newsletter subscription). Following this logic, Bactively, by filling in a form^ defines the data collection attribute. For the attribute Buse of data^, the level Buse the data for tailored marketing purposes^ is selected and Bmobile phone operators^ are chosen to represent the standard for the collecting sector attribute. We chose mobile operators as our low case because first, mobile phone penet r at i on acr os s al l s oci o- demogr aphi c l evel s i n t he researched countries is above 116 % (Central Intelligence Agency 2012). Second, mobile phone operators, with the support of smart phones and all types of applications, have access to the most diverse range of consumer information (including banking data, credit card data, purchases, location, etc.) and are in constant contact with customers. Third, the researched countries are all dominated by a handful of international mobile phone operators with similar market strategies whilst other industries vary strongly from country to country. The attribute Bright to be forgotten^ is set to the level Bnot defined^, as most services do not offer any comparable solutions at this p o i n t F i n a l l y, t h e b a s e c a s e l e v e l f o r t h e Bmo n e t a r y 

compensation^ is defined at B15 €^, as this monetary reward represents the median of the offered choices. Although current industry practices offer no compensation (i.e. the base case should be at 0 €) we decided to conduct our base case at 15 €. This is based on one of our working hypotheses that people value their data at something larger than 0 € but in the current market environment act irrationally when providing their data or are even not aware that they give away their data for further usage. This is in line with findings of Acquisti and Gross (2006), where social network users stated to be concerned about their privacy, but nevertheless actively engage in these networks. 

For all further analyses, we keep selected levels constant for each attribute, except for the tested attribute’s levels. We refer to those base cases every time we show the statistical significance measured by the t-value conducting the t-test. We also tested our results for other base cases and found differences in terms of the delta of final utilities but not in the order of attributes or levels. 

Data interpretation of conjoint results 

In the following section we examine the results for each attribute. Interestingly, attributes apart from the actual data to be shared (Bdata type^) amount to a cumulated relative importance of 69 % and thereby underline the high relevance of context for consumers’ decisions. 

Hypothesis 1: People are rather willing to share personal data, as the perceived benef it increases for giving away their data 

We used a monetary reward in our experiment as a proxy for the benefit that consumers require in return for sharing personal data. As expected, respondents attain more utility for higher compensation levels. Consumers’ willingness to disclose private information is positively related to the amount of compensation offered for the respective information. The tvalues marked bold and with an asterisk B*^ are statistically significant and indicate evidence that there is a significant difference between the different values of monetary compensation, as can be seen from Table 3. We therefore see our first hypothesis supported. 

Hypothesis 2: People value their personal data differently depending on the data type 

Looking at the utility levels of the various data types, we find that Bcredit card data^, Bfinancial data^, and Bhealth record^ s h o w t h e l o w e s t u t i l i t i e s (  2 . 5 7 0 ,  1 . 6 4 0 ,  1 . 5 1 9 respectively). This means that these groups of data are perceived to be especially private. Consumers appear to be highly protective and consequently have the lowest willingness to share these data types across the tested sample. Notably, also social network posts belong to the category of highly sensitive personal data (0.997); they are perceived to be the fourth most confidential data type based upon the conjoint results. 

This finding is particularly remarkable, when considering the vast amount of content collected by social networks, which indicates a mismatch between the perceived privacy threat and behavior of social network members. Acquisti and Gross (2006) have reported similar findings and conclude that the level of privacy concern with respect to social networks is no indicator for social network membership and hence that social network users do not behave in accordance with their privacy concerns. These findings are in line with experimental results presented by Bauer et al. (2012), who report that the majority of Facebook users expect compensation for their data as soon as they realize that their data has a monetary value and may be traded. 

On the other hand, there is low-sensitivity information such as Bage group and gender^ that shows the highest utility (1.400), i.e. is most likely to be shared. Respondents have a relatively high willingness to share their Bopinion on products and services^ (utility 1.378). This finding should be of special interest for retailers and consumer goods manufacturers, since these businesses can derive much value from product reviews. 

Finally, respondents do not consider information about their past purchases or about their intended purchases as highly sensitive. This is in line with the trend that people share product purchase information in social media and also try to get help from people when facing a purchase decision by openly asking for advice online (Senecal and Nantel 2004). 

The t-values marked bold and with an asterisk B*^ in Table 4 are statistically significant and therefore indicate evidence that there is a significant difference between the discussed data types. We therefore see our second hypothesis supported. 

Hypothesis 3: People value their personal data differently depending on the collecting organization 

The investigation of the attribute Borganization^ provides interesting insights with regard to which sectors have an advantage when it comes to access personal data. BOnline shops^ yield the highest average utility level for the respondents (0.336), meaning that respondents most willingly share their data with organizations from this sector. This might be due to the fact that consumers who purchase online are familiar with the collection of data from these activities. They have experienced many such transactions and how data sharing benefited them (e.g., through personal recommendations, ability to purchase conveniently). It seems that, organizations that have built trustful relationships with their customers, that have demonstrated how they provide benefits to their customers i n r et ur n f or shar ed dat a, mi ght be at an advant age i n collecting further data. In contrast, Bsocial networking sites^ appear to be perceived as the most intrusive sector with the lowest (0.482) utility level. Surprisingly, we find that people would generally prefer to share data with online search engines rather than with banks. Given the highly sensitive data (such as financial and credit card data) stored at banks, we would have expected that consumers would associate more trust with banks. But it could be that the crisis of financial markets has led to such a degradation of trust. 

The t-values marked bold and with an asterisk B*^ in Table 5 are statistically significant and therefore indicate evidence that there is a significant difference between organizations. We therefore see our third hypothesis supported. 

Hypothesis 4: People value their personal data differently depending on the collection method 

We find – as expected – a negative relation between the willingness to share personal data and the perceived privacy intrusion of the respective kind of data collection. The main difference can be found in active versus passive data sharing. 

It is much less sensitive for consumers to share data actively than passively. The separation between the two levels of active sharing and the two levels of passive data sharing are rather nuances. Interesting as well is that respondents obviously derive less utility from the collection method tracking (0.586) than to profiling (0.484). The results suggest that consumers feel more threatened by tracking mechanisms than by the creation of user profiles through dat a mi ni ng. The t - val ues mar ked bol d and wi t h an asterisk B*^ in Table 6 are statistically significant and therefore indicate evidence t hat there is a significant difference regarding data collection methods. We therefore see our fourth hypothesis supported. 

Hypothesis 5: People value their personal data differently depending on the usage of their data by the collecting organization 

Respondents clearly distinguish between several uses of their data. Especially pronounced is the difference between traceable and anonymized data. The utility difference amounts to 0.791 between Ballow other companies to use the data anonymized^ and Ballow other companies to use t he data linked to the name^. This constitutes t he biggest step in utilities within this attribute with a total utility range of 1.447. As one would expect the least sensitive level of Buse of data^ is if the data is used solely to deliver t he product or service the consumer requested. 

The t -values marked bold and with an asterisk B*^ i n Table 7 are statistically significant and therefore indicate evidence that there is a significant difference regarding data use. We therefore see our fifth hypothesis supported. 

Hypothesis 6: People value their personal data differently depending on whether they have the right to have their data deleted on request 

Not surprisingly, we find that consumers derive the highest utility from the level where the perceived control over their data disclosure is highest – Bat user ’s request^ (0.570). In contrast, when decreasing the degree of control whilst still ensuring the deletion of data after 1 year (level Bautomatically after 1 year^), the utility decreases to a much lower level (0.074) and when removing this automatic deletion mechanism, the utility is at its minimum (0.644) for this attribute. 

Hence, respondents clearly distinguish between having the option to have their data to be deleted and not having this option. The t-values marked bold and with an asterisk B*^ in Table 8 are statistically significant and therefore indicate evidence that there is a significant difference regarding the right t o be f orgot t en. We t her ef or e s ee our si xt h hypot hesi s supported. 

Overall distribution of willingness to share 

We also investigated people’s comperative expectations on willingness to share personal data. We find that less than 0.1 % of respondents are willing to share all of their data without any compensation. This is in contradiction to the general practice of people signing up online, for example, to social networks and sharing their data freely. Here one has to take into account that there is a non-financial benefit which is explicitly not provided in our conjoint survey as we only offer financial compensation for data in return. Furthermore, although people do share things online, they very rarely share all data types with one single organization. 

On the other hand, less than 0.1 % would not share any data at all irrespective of the compensation. The overwhelming majority of respondents are willing to share their data if they consider the trade-off between cost for revealing personal information and the benefit they receive as favorable. We also analyzed the conjoint results for regional as well as for sociodemographic differences. Those results (as well as further findings from the non-conjoint questionnaire) will be presented in a separate research paper (Fig. 2). 

Discussion and concluding remarks 

In comparison to prior research, our study is distinct in two ways: First, with more than 3000 participants, our conjoint survey is the most comprehensive consumer research on the issue of data privacy to our knowledge. Second, the analysis of the context dimension Borganization^ enables the comparison of data sharing behavior across different sectors for the first time, thereby providing interesting insights for private and public institutions: 

First, nearly all consumers (99.9 % of our sample) are willing to share personal data with organizations if the benefits and terms suffice their needs. As compared to the findings presented by Westin (1967), who identifies three segments concerned with privacy (fundamentalists, pragmatics, and unconcerned), we find that on today’s internet there are few fundamentalists who are completely unwilling to share their data irrespective of the personal benefit they can derive from it. However, it is important to note that fundamentalists are not likely to participate in a survey, as we have conducted it. 

Therefore, we cannot rule out the existence of fundamentalists, who would not share their data no matter what they receive in return. 

Second, we show that consumers clearly discriminate between organizations from various industry sectors when it comes to their willingness to share their data. For instance, under the same terms and for the same rewards a significantly higher share of consumers state that they would share their data with online shops than with social networking sites, even though this seems counterintuitive. 

Third, the context of sharing personal data is more important in the consumers’ decision making than the actual data itself. The data type, e.g., if the data to be shared is one’s age group and gender or whether it is one’s personal health record, has a relative importance of 31 % compared to a cumulated relative importance of 69 % of the five dimensions of context we tested. 

Fourth, the right to be forgotten discussed intensively in the EU policy debate can increase consumers’ willingness to share their data significantly. Even the promise of the organization on the receiving end to delete the data after a defined period of time leads to higher willingness to share compared to a completely undefined procedure. 

These findings bear several implications that are relevant for organizations and policy makers. We would like to emphasize two of them. To begin with, we consider these results to be a strong indication that comprehensive data minimizati on pays off for organizations. 

Def i ned br oadl y, dat a mi ni mi zat i on woul d not onl y mean collecting only the data required for the use case and keep it only as long as necessary. It would also comprise method of collection and use of data. As our data shows such minimizat ion through anonymizati on significantly increases the share of consumers willing to participate. 

Finally, we strongly advocate for organizations that aim for higher share of consent to increase the choices they offer consumers. Individuals’ preferences regarding privacy and data sharing differ widely. More choices for data sharing along the context dimensions would allow consumers to adopt their sharing better to their preferences and probably result in an overall increased sharing that is more beneficial for organizations and consumers alike. 

Limitations and further research 

Our research sheds light on consumers’ decision making when being consciously aware of the trade-off between revealing personal information and getting some financial compensation in return. Obviously, this assumption of awareness often does not hold true in real life. Transparency of data use for consumers is in many cases very limited, at least as of now. 

Amongst other reasons this is due to the currently common practice of disclosure to organizations in some form of terms of service that are hard for people to read and comprehend. Thus, we consider it highly relevant to further investigate the current level of awareness of consumers as well as its impact on data sharing behavior. 

Further, we consider the topic of consumer segmentation regarding privacy and data sharing behavior an area worthwhile of further investigation. In contrast to other research (for instance see Bughin 2011, who identified seven consumer segmentations based upon tradeoffs with regard to the value of cyber-privacy protection, we could not clearly identify differentiated privacy segments. 
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