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Terminology used in this PIA
CEO

Chief Executive Officer of Medicare Australia

Clinical information

information from a practitioner’s record that contains clinical details relating to
a patient

Direction

Medicare Australia (Functions of Chief Executive Officer) Direction 2005

DoHA

Department of Health and Ageing

FOI Act

Freedom of Information Act 1982

health information

as defined in the Privacy Act 1988:
“(a) information or an opinion about:
(i) the health or a disability (at any time) of an individual; or
(ii) an individual’s expressed wishes about the future provision of
health services to him or her; or
(iii) a health service provided, or to be provided, to an individual;
that is also personal information; or
(b) other personal information collected to provide, or in providing, a health
service; or
(c) other personal information about an individual collected in connection
with the donation, or intended donation, by the individual of his or her
body parts, organs or body substances; or
(d) genetic information about an individual in a form that is, or could be,
predictive of the health of the individual or a genetic relative of the
individual.”

HIA

Health Insurance Act 1973

IPP

Information Privacy Principle (Section 14 of the Privacy Act 1988)

Medicare Australia Act

Medicare Australia Act 1973

MBS

Medicare Benefits Schedule. The table of medical services prescribed in the
regulations is published annually as the MBS and is provided free of cost to
practitioners on a CD and is available online at www.mbsonline.gov.au.
Practitioners may also purchase hard copies of the MBS.

Medicare number

As defined in subsection 84(1) of the National Health Act 1953

NCP

Medicare Australia’s National Compliance Program 2008-09

NHA

National Health Act 1953

NPP

National Privacy Principle (Schedule 3 of the Privacy Act 1988)

OPC

Office of the Privacy Commissioner

Other person

A person who is not the practitioner or the patient who has documents relevant
to substantiating a Medicare benefit amount paid in respect of a service

personal information

as defined in the Privacy Act 1988:
“…information or an opinion (including information or an opinion forming
part of a database), whether true or not, and whether recorded in material form
or not, about an individual whose identity is apparent, or can reasonably be
ascertained, from the information or opinion.”
(Note - this definition relates to a “natural” (living) person)

PIA

Privacy Impact Assessment

practitioner

Any medical or health practitioner who renders a professional service for
which a Medicare benefit amount is paid

Privacy Act

Privacy Act 1988

protected information

as defined in the Health Insurance Act 1973:
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“… information about a person that is held in the records of the
Department”
PRD

Program Review Division of Medicare Australia

PSR

Professional Services Review

ROI

Release of Information

sensitive information

as defined in the Privacy Act 1988
“(a) information or an opinion about an individual’s:
(i) racial or ethnic origin; or
(ii) political opinions; or
(iii) membership of a political association; or
(iv) religious beliefs or affiliations; or
(v) philosophical beliefs; or
(vi) membership of a professional or trade association; or
(vii) membership of a trade union; or
(viii) sexual preferences or practices; or
(ix) criminal record;
that is also personal information; or
(b) health information about an individual; or
(c) genetic information about an individual that is not otherwise health
information.”

service

A service to which an item relates, being a clinically relevant service that is
rendered by or on behalf of a medical practitioner. A clinically relevant
service is a service rendered by a medical or a dental practitioner or optometrist
that is generally accepted as being necessary for the appropriate treatment of
the patient to whom it is rendered (see section 3 of the HIA).
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Part A—Background Information
What is a Privacy Impact Assessment?
1.

A Privacy Impact Assessment (PIA) is a detailed analysis of the personal information
flows and potential privacy risks and impacts of a project. The purpose of conducting
a PIA is to add value to projects that handle personal information by mitigating
privacy risks and impacts, ensuring compliance with legal obligations and building
best privacy practice into a project.

2.

The essential stages of a PIA involve describing the project, mapping the flow of
personal information in the project, identifying and analysing any privacy impacts and
then making recommendations about the best way forward to manage the identified
privacy impacts.

3.

To ensure compliance with relevant privacy legislation, the flow of personal
information is evaluated against the Information Privacy Principles (IPPs). The IPPs
are outlined in section 14 of the Commonwealth Privacy Act 1988 and govern the
manner in which personal information is handled within government agencies.

Background
4.

In the 2008 Budget the Australian Government announced the ‘Ensuring the Integrity
of Medicare: Increased Medicare Benefits Schedule (MBS) Compliance Audits’
(IMCA) initiative.

5.

Under Medicare Australia’s existing compliance program for the Medicare scheme,
compliance audits are conducted to confirm that Medicare benefits paid in respect of
services have been paid correctly.

6.

A compliance audit is a check conducted by administrative staff to confirm that the
service met the requirements of the Medicare item paid in respect of the service.

7.

The IMCA initiative aims to protect the integrity of the Medicare scheme by
enhancing the existing compliance program.

8.

The initiative consists of three related components:
•
•

•

Part One involves an increase in the number of compliance audits undertaken
each year from 500 to 2,500.
Part Two introduces a legislative requirement for practitioners and other specified
persons to produce documents to substantiate Medicare benefits paid in respect
of services when audited by Medicare Australia. At present, practitioners are
under no legal obligation to produce such evidence.
Part Three provides for a financial administrative penalty for certain practitioners
who cannot substantiate a Medicare benefit paid in respect of a service. Under
current arrangements, although Medicare benefits which are incorrectly paid in
respect of a service can be recovered from the practitioner who caused the
incorrect payment to be made, no additional penalty applies.

9.

This PIA contains an analysis of the information flows and potential privacy impacts
for the changes relating to Part Two of the initiative.

10.

The proposed amendments will have a privacy impact because they will provide
Medicare Australia with authority to give a notice to produce documents to persons
to substantiate a Medicare benefit paid in respect of a service and the person will be
required to comply.

11.

This may involve the disclosure of information from a patient medical record to
Medicare Australia.

12.

This PIA is based on policy and procedural information available up to the time of
writing.
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13.

The PIA is an iterative document which will continue to be updated regularly to reflect
privacy issues arising from this initiative.

14.

This approach is in keeping with the view of the Office of the Privacy Commissioner
(OPC).

Audit Process
15.

Medicare Australia’s National Compliance Program 2008-09 (NCP)promotes
compliance through a mix of education, support, deterrence and enforcement
activities to encourage voluntary compliance and to deal with non-compliance. The
NCP provides details of the key strategic risks identified for 2008-09 and indicates
the areas of focus for upcoming compliance activities.

16.

The NCP is published to ensure that practitioners are aware of the risks to the
integrity of the Medicare scheme and the areas that Medicare Australia’s compliance
activities will be targeting.

17.

Medicare Australia uses a sophisticated range of data mining and analysis
techniques to detect and identify non-compliance. This includes the use of artificial
intelligence to identify targets for detection activities and regular data reviews looking
for anomalous claiming behaviour and patterns.

18.

Data analysis and mining activities include:
•
•
•
•

assessing tip-offs and referrals from members of the public, Medicare Australia
staff and other Australian government departments and agencies
comparing the practice profiles of individual practitioners to their peer group to
identify abnormal claiming patterns
detecting unusual trends or patterns and reviewing practitioners who rank within
the top 100 claimants of key Medicare items
monitoring unusual growth in the use of a particular Medicare item (or group of
items) to identify practitioners with high or unusual usage of that item(s).

19.

This analysis means that Medicare Australia can target its compliance activities
towards services and/or practitioners which are identified as being a potential risk to
the integrity of the Medicare scheme.

20.

When this occurs Medicare Australia contacts the rendering practitioner and
requests that they provide documents or information to substantiate the Medicare
benefits which were paid in respect of the service(s).

21.

Internally, Medicare Australia’s audit processes follow two specific processes
consisting of either a desk, or a field, audit.

22.

A desk audit involves Medicare Australia making enquiries over the telephone or
through correspondence, while a field audit involves a Medicare Australia
compliance officer attending a place of business in person at a pre-arranged time to
confirm the claiming facts.

23.

Medicare Australia audits are designed to be a quick and easy process for the
individuals concerned. When an audit confirms Australian Government money has
been paid incorrectly the usual outcome is to recover the amount.

24.

Medicare Australia‘s current audit program is based largely on voluntary compliance,
as there is no general requirement on practitioners to provide documents supporting
a Medicare benefit paid in respect of a service.

The Need for Change
25.

There has been little change to Medicare Australia’s compliance program for the
Medicare scheme in the past decade despite significant growth and expansion:
•

expenditure has more than doubled (from $6 billion in 1997-98 to over $13 billion
in 2007-08);
6

•
•
•

the number of services claimed has grown from 202 million to nearly 280 million
annually;
the number of practitioners who can provide Medicare services has increased
from 44,500 to over 80,000; and
new groups of practitioners may now provide Medicare services.

26.

Existing provisions in the HIA and other legislation which seeks to protect the
integrity of the Medicare scheme largely focus on inappropriate practice (Part VAA of
the HIA) or criminal activity (sections 128A, 128B and 129 of the HIA relating to false
and misleading statements and Part IID of the Medicare Australia Act 1973).

27.

The HIA does not currently include a general requirement for practitioners to provide
verifying documents during a compliance audit.

28.

While many practitioners cooperate voluntarily with requests from Medicare Australia
during a compliance audit, some do not respond or refuse to cooperate with a
request.

29.

Across a range of audits conducted during 2006-07, this non-response rate ranged
from 4% to 70%. The average non-response rate for compliance audits of Medicare
services during this period was around 20%.

30.

When a practitioner does not respond or refuses to cooperate with an audit request
Medicare Australia does not currently have the authority to require the production of
the relevant information.

31.

As a result the audit is effectively halted as no further action is able to be taken,
unless Medicare Australia considers there are grounds for referral to PSR or for
criminal investigation. This is an unsatisfactory outcome from a compliance
perspective, as it means that Medicare Australia is unable to confirm that some
Medicare benefits paid in respect of services were paid correctly, allowing some
practitioners to avoid detection. This can have a negative impact on public revenue.

32.

There are some exceptions to this. The HIA currently requires some practitioners to
provide specified health information, including information contained in patient
medical records in response to a request from Medicare Australia.

33.

Sections 23DKA and 23DS of the HIA provide that clinical information relating to
diagnostic imaging or pathology services must be produced (following a request) to a
Medicare Australia employee who is a medical practitioner.

34.

Medicare Australia may also request copies of specialist referrals from a specialist or
consultant physician under section 20BA of the HIA, and diagnostic imaging and
pathology requests from providers of diagnostic imaging services and approved
pathology practitioners under sections 23DK and 23DR of the HIA.

35.

Although the Privacy Act 1988 allows personal information to be disclosed to bodies
such as Medicare Australia where that disclosure is reasonably necessary to protect
public revenue, many practitioners remain unclear about their obligations 1 .

36.

Part IID of the Medicare Australia Act 1973 provides Medicare Australia with the
power to require a person to provide information or produce documents where there
are reasonable grounds for believing the information or documents may be relevant
to the commission of a criminal offence or civil contravention.

37.

Part IID also gives Medicare Australia powers of search and seizure (which extend to
clinical records) where criminal offences or civil contraventions are suspected

Project Description
38.

1

The project involves amending the HIA to enable the CEO of Medicare Australia to
give a written notice requiring the production of documents to substantiate whether a

National Privacy Principles No.2 h(iii)
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Medicare benefit amount paid in respect of a professional service should have been
paid.
39.

The CEO of Medicare Australia can give the notice to the practitioner who rendered
the service and/or to another person who has custody, control or possession of
documents which are relevant to the service.

40.

The CEO cannot give a notice to produce documents to the patient (the person to
whom the professional service was rendered) or the person who incurred the
medical expense in relation to the professional service (such as a parent or
guardian).

41.

The CEO can only issue a notice to produce when there is a reasonable concern that
the Medicare benefit paid in respect of one or more professional services may
exceed the amount that should have been paid.

42.

In practice, practitioners and services audited under this project will be identified
through Medicare Australia’s risk assessment process where there is found to be a
medium to high risk that the Medicare benefits paid may exceed the amount that
should have been paid.

43.

Practitioners suspected of fraud or inappropriate practice will not be the subject of
compliance audits.
These matters will continue to be referred for criminal
investigation or Professional Services Review.

44.

The project will have a privacy impact because the proposed changes will provide
Medicare Australia with authority to give a notice to produce documents to persons
to substantiate a Medicare benefit paid in respect of a service and the person will be
required to comply.

45.

This includes the disclosure of health information (as defined in the Privacy Act
1988) and does not exclude excerpts from a patient’s medical record where they are
relevant to substantiating the benefit paid.

46.

Health information which is provided to Medicare Australia during compliance audits
under this project is protected under existing legislation.

47.

Medicare Australia already manages a significant amount of health information about
individuals including patients and practitioners.

48.

The use of information collected for the purposes of the Medicare scheme is
governed by section 130 of the HIA and by the Privacy Act 1988.

49.

Section 130 of the HIA prohibits Medicare Australia staff from giving out personal
information to any other person, except in the performance of their statutory duties
and functions or where the individual has authorised the release of that information.

50.

The project represents an incremental change because it adds an additional power
to an existing process.

51.

The existing process is the compliance program for the Medicare scheme and the
additional power is the legislative changes which will require practitioners to comply
with a notice to produce documents.

52.

It is also incremental in the sense that many practitioners already voluntarily provide
health information, including patient medical records, during compliance audits.

53.

One of the aims of the project is to formalise existing compliance processes so that
practitioners are clear about their obligations during a Medicare Australia compliance
audit.

54.

Individual practitioners will be able to select the documents which they consider most
aptly substantiates the service from the range of information available to them.

55.

This means that the practitioner (or specified person) is responsible for deciding
which documents address the compliance concern.
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56.

The project also clarifies Medicare Australia’s powers to request, receive, use and
disclose the information it currently receives voluntarily. For example, the proposed
legislation sets out the circumstances under which Medicare Australia may issue a
notice to produce documents.

Stakeholder Consultation
57.

The Department of Health and Ageing and Medicare Australia have consulted with
stakeholders on the design of the IMCA initiative, including the legislative
amendments.

58.

A letter was despatched to stakeholders on 14 May 2008. A copy of this
correspondence can be found at Attachment A.

59.

Two information sheets have been issued to stakeholders (17 October 2008 and 24
February 2009) (Attachments B and C).

60.

The Department and Medicare Australia have also met with and/or received written
submissions from a range of stakeholders including:
Allied Health Professions Australia
Australian General Practice Network
Australasian College of Dermatologists
Australian Association of Pathology Practices
Australian Medical Association
Australian Orthopaedic Association
Australian Privacy Foundation
Australian Society of Anaesthetists
AVANT
Consumer’s Health Forum of Australia
National Association of Obstetricians and Gynaecologists
Occupational Therapists Australia
Optometrists Association of Australia
Royal Australian and New Zealand College of Obstetrics and Gynaecologists
Royal Australian and New Zealand College of Ophthalmologists
Royal Australian and New Zealand College of Psychiatrists
Royal Australian College of General Practitioners
Royal Australian College of Pathologists
Royal Australian College of Physicians - Australasian Chapter of Sexual Health
Medicine
Royal Australian College of Physicians - Australian Faculty of Rehabilitation
Medicine
Royal Australian College of Physicians – Paediatrics and Child Health Division
Royal College of Surgeons
Rural Doctors Association of Australia
Western Australian Health Consumers Council
Feedback from stakeholders has been used to assist the design of the IMCA
initiative, in the drafting of proposed legislative amendments and the development of
this PIA.
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Part B—Privacy Analysis
61.

The sections in this part of the document describe and map the flows of personal
information in Part Two of the IMCA initiative project – that is, introducing a
legislative requirement for practitioners and other specified persons to produce
documents to substantiate Medicare benefits paid in respect of services when
audited by Medicare Australia

62.

The privacy impacts of these elements of the initiative are assessed on the basis of
good privacy practice and compliance with the Information Privacy Principles in the
Privacy Act 1988. A copy of the IPPs can be found at Attachment D.

Collection
63.

Under existing legislation Medicare Australia collects a range of personal information
about practitioners and patients.

64.

When a claim for a Medicare benefit is lodged, Medicare Australia receives
information about the identity and qualifications of the person who provided the
service (through a provider number), the identity of the person who received the
service (through a Medicare number) and the service that the patient received
(through an Medicare item number or description of the service).

65.

There are over 5,700 individual Medicare items which are set out in existing
legislation. Each item describes a particular medical service which is available under
the Medicare scheme and the schedule fee for that service.

66.

Some Medicare items identify the medical service the patient has received. For
example:
•
•
•
•

if Medicare item 2622 is paid in respect of a service, the practitioner is asserting
that the patient has diabetes;
if Medicare item 2668 is paid in respect of a service, the practitioner is asserting
that the patient has asthma;
if Medicare item 16590 is paid in respect of a service, the practitioner is asserting
that the patient is more than 20 weeks pregnant; and
if Medicare item 31210 is paid in respect of a service, the practitioner is asserting
that the patient had a skin lesion greater than 10mm in size removed.

67.

Some items also specify certain clinical actions which the practitioner must provide to
the patient during the service for the item to be used. One example of this is
Medicare item 2620 (cycle of care for diabetes) which requires the practitioner to
conduct a range of activities during the service including a blood pressure reading
and a weight, height and BMI calculation.

68.

There are a number of conditions set out in the HIA which must be met before a
person can receive a Medicare benefit for a medical service including:
•
•
•
•
•

69.

both the practitioner providing the service and the patient must be Medicare
eligible;
there must be a relevant item for the service available under the Medicare
scheme;
the medical service must be clinically relevant;
all the components described for that item must be provided during the service;
and
the practitioner must identify the Medicare item relevant to the service provided
on the account or bulk-billing form. The practitioner may do this by using the
item number or by providing a description of the service.

In identifying the relevant Medicare item and providing an account or bulk-billing form
which complies with the legislative requirements the practitioner is effectively
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assessing the service they provided against the criteria set out in legislation and
making a declaration that the assessment of the service is correct.
70.

It is an offence under the HIA to make a false statement relating to Medicare
benefits.

71.

This reliance on self-assessment means that patients and practitioners can access
Medicare payments quickly with little up-front verification.
However as a
consequence it is important to have a reasonable level of post-payment verification
activity to ensure that public revenue is being expended appropriately.

72.

The IMCA initiative does not introduce any additional record keeping requirements.
Under existing Health Insurance (General Medical Services Table) Regulations one
of the elements of a professional attendance is the recording of the clinical details of
the service provided to the patient. Many practitioners are also required to keep
adequate records as part of their registration requirements under State and Territory
legislation.

73.

At present many practitioners voluntarily provide health information, including patient
medical records, to Medicare Australia during compliance audits.

74.

The provision of this information is covered by the National Privacy Principles (NPPs)
in the Privacy Act 1988 which permit personal information to be disclosed to
enforcement bodies where that disclosure is reasonably necessary for the protection
of public revenue. However where such a disclosure occurs, NPP 2.2 requires a
practitioner to make a written note of the use or disclosure.

75.

In addition, existing legislation enables Medicare Australia to compel the provision of:
•
•
•
•

referrals received by specialist or consultant physicians;
pathology requests from pathology practitioners;
diagnostic imaging requests from medical practitioners; and
other reports (records) held by diagnostic imaging and pathology providers.

These powers are contained in sections 20BA, 23DK, 232DKA, 23DS, 23DR,
respectively, of the HIA.
76.

The proposed legislative amendments will enable the CEO of Medicare Australia to
require a practitioner or another person to produce documents in respect of a service
to substantiate a Medicare benefit paid in respect of that service. This will include
the power to require production of documents containing health information about an
individual.

77.

The definition of health information which applies to the proposed legislative
amendments is that contained in section 6 of the Privacy Act 1988. It includes
information from a patient medical record.

78.

Consideration was given to defining the requirement so that information contained in
patient medical records might only be provided when there was ‘no other alternative’.
However this restriction presents difficulties in that it could lead to situations where
there may be alternative means to obtain the relevant information but those
alternatives are impractical or operationally unrealistic (for example, it could be
argued that an alternative to exercising the power might be to interview all the
individual patients about their medical condition or servicing history, however this
could alert patients unnecessarily that there may be concerns about their doctor or
the service provided).

79.

The alternative which has been adopted is to include a power in the proposed
legislation which is restricted by the concern being audited and the relevance of the
documents to the concern.

80.

The requirement for the CEO of Medicare Australia to have a reasonable concern
before a notice to produce documents can be given to a person limits the extent of
this power.
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81.

The proposed legislation places a requirement on practitioners to produce
documents to address the compliance concern being audited. It does not provide
Medicare Australia with complete and unjustified access to patient medical records.
Medicare Australia will only be able to require that a practitioner provide documents
that are relevant to substantiating the Medicare service.

82.

This effectively places most of the health information which may be contained in a
patient medical record outside the scope of a Medicare compliance audit. By way of
example, if a practitioner is given a notice to produce documents in relation to a
Medicare item that:
•
•
•

requires a particular test to be done – Medicare Australia will require evidence
that the test was done – but would not need to know what the test result was;
requires a referral – Medicare Australia will require a copy of the referral – but
would not need to see why the referral was made; and
requires a patient to have a pre-existing medical condition (such as diabetes) –
Medicare Australia may require evidence that the pre-existing medical condition
existed – but would not need to see how the condition originated, or how it
manifests.

83.

If the practitioner identifies that an excerpt of a patient medical record is the most
appropriate document to address the audit concern, they will be able to censor the
excerpt so that only the relevant information is provided Medicare Australia.

84.

Medicare Australia will contact the practitioner about the compliance concern in
relation to specific services before a notice to produce documents is issued.

85.

It is expected that compliance audits will require the production of documents such
as appointment books, receipts and referrals and that excerpts from patient medical
records will not be relevant to audits conducted in relation to some Medicare
services.

86.

The evidence required would depend upon the nature of the review being conducted
and would vary considerably on a case by case basis. For example Medicare item
16590 is only payable for the planning and management of a pregnancy that has
progressed beyond 20 weeks so a practitioner may be asked to present evidence to
confirm that the patient met this requirement. The practitioner may do this by
providing documents relating to a diagnostic imaging test result or may provide an
excerpt from a medical record to verify that the pregnancy had progressed beyond
20 weeks.

87.

This will not require any clinical assessment by the compliance auditor at Medicare
Australia, just the verification of a matter of fact already supplied.

88.

Medicare Australia will have appropriate protections in place to manage the
accessing, handling and use of that information:
•

•
•
•
89.

authorised persons will undertake additional dedicated privacy training on their
obligations with respect to the collection, use, storage and disclosure of personal
and protected information;
Medicare Australia will only be able to exercise the power when there is a
reasonable concern about a Medicare benefit paid in respect of a service;
Medicare Australia will only be able to seek information that verifies the specified
service and will be restricted in using the information solely for that purpose; and
the practitioner will decide what documents and information to provide in
response to the audit request.

Some stakeholders have also asked whether information provided during a
compliance audit could be de-identified. One of the difficulties with this is that when
Medicare Australia identifies a risk to the integrity of the Medicare scheme, they do
so in relation to concerns about specific services provided to specific individuals
(even where the risk identified may be a group of Medicare items or a particular type
of practitioner). Once a concern is identified, Medicare Australia contacts the
12

practitioner to discuss the concern in relation to the specific service provided to an
individual.
90.

The proposed legislation formalises the process that Medicare Australia uses at
present when making requests to practitioners during compliance audits by providing
that a notice to produce documents must include:
•
•
•
•
•
•

the item number of each service specified in the notice;
the date each service was rendered;
the Medicare number of the patient for each service;
the reason(s) for the CEO’s concern;
how the documents can be produced; and
the period within which, and the place at which the documents can be produced.

91.

The proposed legislation does not require Medicare Australia to include the name of
the person in the notice. This was discussed with a number of stakeholders who
indicated it was a reasonable compromise.

92.

One stakeholder organisation has recently indicated that some practitioners can only
track patient records through a name and not a Medicare number. Consequently, if
a practitioner is not able to identify records using the information provided in the
notice, they will be able to contact the compliance auditor at Medicare Australia for
additional details.

93.

When a notice to produce documents is given to a practitioner, they will also receive
a Privacy Notice detailing the reasons the information is being collected, how it will
be used, who it could be disclosed to and how it will be stored. As required by IPP
2(d) and consistent with good privacy practice, this notice will also reference
Medicare Australia’s legal authority for the collection, use and disclosure of the
information.

Notification
94.

Patient notification has been an important issued raised by many stakeholders during
consultations. Some stakeholders support individual patient notification, while others
support indirect notification through notices in medical practices and/or on Medicare
forms.

95.

At present Medicare Australia is not required to notify patients whose personal
information is disclosed voluntarily by a practitioner during a compliance audit. IPP2
requires a privacy note only when information is solicited from the individual
concerned. This would not change as a result of this project.

96.

However, Medicare Australia is required to notify patients when records are seized
under a search warrant during criminal investigations. It should be noted that the
seizing of records during criminal investigations generally involves whole patient
files. This is quite different to what is being proposed in the IMCA initiative.

97.

The potential benefits of notifying individual patients that information from their
medical records has been provided to Medicare Australia during a compliance audit
are that the individual would be aware of where their personal information is being
held. It is also possible that the individual patient might receive some limited
information about why their information was provided to Medicare Australia.
However this would depend of the legislative arrangement and consideration of the
individual practitioner’s right to privacy.

98.

The most common benefit of individual notification occurs when an individual is able
to choose whether to release their personal information. However, the proposed
legislation does not provide the patient with the ability to opt out of having their
information used for a compliance audit. Therefore the main benefits of an individual
notification policy would not apply for this project.
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99.

The potential negative impacts associated with notifying individual patients that
information from their medical records has been provided to Medicare Australia
during a compliance audit have also been identified based on discussions with
stakeholders and Medicare Australia’s experience during criminal investigations.

100. The potential negative impacts of individual notification include:
•

•
•
•

notification may unintentionally compromise the patient’s privacy (for example,
where a letter of notification from Medicare Australia alerts someone in the
patient’s household that they have seen a practitioner where the patient did not
want this to occur);
notification may cause anxiety to some patients (a patient may think that the
medical care their practitioner is providing is not appropriate);
notification may disrupt the therapeutic relationship (a patient may lose
confidence in the practitioner); and
notification may compromise the practitioner’s privacy.

101. The privacy rights of the patient must be balanced against those of the practitioner.
In considering the potential impact of individual notification one of the concerns has
been to avoid the situation which currently occurs during criminal investigations. At
present Medicare Australia obtains patient medical records during criminal
investigations of practitioners, they are required to individually notify every patient.
However, Medicare Australia is also required to protect the privacy of the
practitioner, so cannot disclose any detailed information to the patients. This means
that patients may receive a notice which does not identify the practitioner, the nature
of the investigation or any details about the outcome.
102. In this situation, notification causes considerable concern to patients who worry that
a service they have received may have been compromised.
103. However all of these impacts could adversely impact on a practitioner’s reputation,
business and financial situation. The negatives of notification are therefore
substantial in comparison to the benefits and may diminish the privacy of both
patients and practitioners.
104. It should be noted that under current arrangements where documents, including
patient medical records, are supplied during Professional Services Review
processes (under section 105A of the HIA), patients are not notified that their records
have been provided for this purpose.
105. An alternative option to individual notification could be:
•

•

for practitioners to note in the patient medical record details regarding which
elements of the record have been provided to Medicare Australia during a
compliance audit. This would have the benefit of leaving a ‘paper trail’ should an
individual have cause to access their medical record;
for the Medicare Australia compliance case management system to indicate
when a patient medical record has been provided during a compliance audit.
This would enable Medicare Australia to report on the frequency and nature of
the provision of information from patient medical records during compliance
audits either in the annual report or directly to the Office of the Privacy
Commissioner.

106. A number of stakeholders suggested a broader information campaign for patients to
raise awareness that excerpts of their medical records may potentially be provided to
Medicare Australia during a compliance audit.
107. Medicare Australia is currently considering the practicality of providing practitioners
with notices to put up in their medical practices and of placing information in
Medicare Australia offices on assignment of benefit forms and patient receipts.
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Patient Confidentiality
108. Confidentiality is an important part of a practitioner patient relationship. Without
confidentiality and trust patients may be reluctant to provide the health information a
practitioner requires to treat their patient.
109. The patient confidentiality concept is straight forward; patients have the right to feel
safe in providing health information to their practitioner because they know their
practitioner is obliged to keep their medical records confidential.
110. There are, however, legislated ‘public interest’ exceptions to the duty of
confidentiality, where practitioners are bound to disclose confidential patient
information to a third party, such as in the case of suspected child abuse or notifiable
diseases.
111. There are also other situations where institutions and organisations may access
patient medical records sometimes without patient knowledge. These include:
•
•
•

State or Federal Police Departments
State/Federal/Commonwealth Courts (e.g. Coroners Court)
Medical Boards

112. For the purposes of this project, the public interest is that of maintaining the integrity
of the Medicare scheme. The Medicare scheme provides an undisputed public good
that has strong support from the majority of Australians.
113. An important distinction of this project from other public interest disclosures currently
required of practitioners is that the disclosure will impact on the practitioner not the
patient. Accordingly a patient could feel safe in providing health information to their
practitioner as a result of this project because they can be reassured that it will not
have any detrimental impact upon them receiving the medical services they require.
114. It is important to note that the concept of patient confidentiality is not intended to be
used by practitioners to protect their own interests.
115. Furthermore, Medicare Australia has a long history of securely handling personal
information and is active in ensuring high standards of privacy protection so patients
can have confidence in relation to the risk of unauthorised or incidental breaches of
personal privacy. Notably, Medicare Australia won the inaugural Australian Grand
Award for Privacy in 2008. In announcing the award, the Australian Privacy
Commissioner noted that “Medicare Australia’s dedication to protecting the privacy of
its customers is a model for other government agencies and for the Australian
marketplace as a whole”.
116. Some stakeholders have suggested that if information from a patient medical record
is supplied during a compliance audit, it should only be viewed by medical advisers
within Medicare Australia. This suggestion was not adopted in the proposed
legislation.
117. Under current arrangements, Medicare Australia’s medical advisers sometimes
review the clinical content of information provided by practitioners where it is required
to assess the eligibility of claims for payments of benefits, or to assess concerns
about possible inappropriate practice.
118. The compliance audits being conducted as part of the IMCA initiative are
administrative checks to substantiate the Medicare benefits paid in respect of
services. Compliance auditors will not be assessing whether a particular service was
clinically relevant or appropriate.
119. The compliance audit process requires all Medicare Australia compliance officers to
have special training in the collection, use, storage and disclosure of personal and
protected information; as well as an understanding of administrative processes in
respect of the Medicare scheme.
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Privacy Impact Analysis—Collection (Information Privacy Principles 1-3)
120. The proposed legislation will comply with the requirements of IPPs 1 to 3.
121. In regard to IPP1, the personal information will be collected for a lawful purpose that
is directly related to Medicare Australia functions and activities. This project will
amend legislation to allow Medicare Australia to require practitioners to produce
documents, including information from a patient medical record when necessary, to
substantiate a Medicare benefit paid in respect of a service.
122. The health information being sought from practitioners under this project will
enhance Medicare Australia’s ability to undertake compliance activities for the
Medicare scheme. Compliance activities are an integral part of Medicare Australia’s
responsibility in carrying out its functions under the Medicare Australia Act 1973.
123. IPP2 is not applicable to the collection of a patient’s information as part of a
Medicare Australia audit, as the project does not involve asking a patient for their
personal information directly. However, the issue of notification is discussed
elsewhere in this PIA.
124. As indicated above, practitioners will receive a privacy notice when personal
information is collected detailing the reasons the information is being collected, how
it will be used, who it could be disclosed to and how it will be stored. As required by
IPP 2(d) and consistent with good privacy practice, this notice will also reference
Medicare Australia’s legal authority for the collection, use and disclosure of the
information.
125. IPP3 protections are intended to be applied because processes will be established to
ensure that only the minimum amount of personal information is collected to
substantiate the Medicare benefit paid in respect of a service. These processes will
also ensure the completeness of information collected, given the purpose it is being
collected for, and minimise the intrusiveness of the collection. The audit process
allows the practitioner the opportunity to discuss and explain any inconsistencies
found in relation to documents used to substantiate services.
126. A notice to produce documents may only be given when the CEO of Medicare
Australia has a reasonable concern that the benefit paid in respect of a service may
have exceeded the amount which should have been paid. This means that
information will only be collected when there is an identified compliance concern.
127. An assessment has been made that the proposed collection will not be unreasonably
intrusive having considered the following:
•
•
•
•
•

the information is not solicited directly from the patient;
specific notice is not given to patients by Medicare Australia (for the reasons
outlined in paragraphs 93-104);
the information is sensitive information that is also subject to practitioners’ duty of
confidentiality;
Medicare Australia can compel production of the information; and
patients do not have a choice about the use of their information in an audit (for
the reasons listed at paragraph 132).

Recommendation 1
128. The PIA should continue to be updated throughout the
implementation and ongoing management of the IMCA initiative.
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Recommendation 2
129. An information campaign for the public on the need for Medicare
compliance audits and the potential for their clinical information to
be accessed to confirm payment accuracy should be considered.
Alternatively Medicare Australia should explore what information it
can make available to patients (on new or existing forms, or through
new or existing channels) on the potential for excerpts from their
medical records to be provided to Medicare Australia during
compliance audits.

Use
130. The information collected under the proposed legislation is only to be used within
Medicare Australia during a compliance audit for the purpose of substantiating a
Medicare benefit paid in respect of a service.
131. There is to be no data matching or linking of the information collected beyond the
reconciling of the specified Medicare service as an intrinsic part of the audit process.
132. Documents and information collected under the new legislation will not be able to be
used as the basis for referral to PSR or for other criminal and civil proceedings except
for those relating to offences under the HIA or Criminal Code Act 1995 relating to false
and misleading statements made in respect of Medicare services.
133. Upon completion of the compliance audit and closing of the case, documents will
either be returned to the practitioner or destroyed in accordance with legislative
requirements.

Consent
134. It is not being proposed that patients should have a choice about whether their
personal information is used as part of a Medicare Australia audit of a practitioner.
135. The main reasons for this are that:
•
•

access to the necessary information would not be complete if there was an opt
out provision; and
access to the necessary information could be prevented by a practitioner who
was able to convince patients to withhold their consent.

136. This is consistent with existing provisions relating to patient medical records provided
under the Professional Services Review scheme provisions of the HIA where patient
consent is not required for relevant documents provided during investigations of
inappropriate practice (sections 89B and 105A of the HIA).
137. Another important consideration from the patient’s perspective is that none of the
information obtained will be used in making a decision affecting the patient, rather the
decision affects the practitioner.
138. The issue of patient consent from the practitioner’s viewpoint is different to that of
Commonwealth Agencies because practitioners are subject to the NPPs, not the IPPs.
The creation of a law requiring practitioners to disclose clinical information for this
project means that practitioners are able to do so by virtue of NPP 2.1(g), which allows
a private organisation to release personal information for a secondary purpose when
authorised or required to do so by law.

Unauthorised Access
139. There are a number of safeguards implemented within Medicare Australia to prevent
inappropriate access to information. These are detailed in the Security / Storage
section of this document.
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140. Medicare Australia also has processes in place for detecting unauthorised access.
Given the extra sensitivities around information from patient medical records, it is
recommended that access to that information be scheduled for regular internal audits,
to ensure early detection of patterns and behaviours which would indicate
inappropriate access to and use of data.

Privacy Impact Analysis—Use—Information Privacy Principles 9 and 10
141. The assessment of the privacy impacts is that the proposed legislation will facilitate
compliance with IPPs 9 and 10.
142. IPP9 will be complied with because Medicare Australia will use the personal
information collected under this project only for a purpose to which the information is
relevant, that is the substantiation of Medicare benefits paid in respect of services.
143. IPP10 will be complied with because Medicare Australia does not intend to use the
information collected for any purposes other than those for which the information was
collected. It should be noted that these primary purposes may include the imposing of
a pecuniary penalty and to protect the public revenue.

Recommendation 3
144. Audits of internal Medicare Australia staff accessing information
collected during a compliance audit should be undertaken by
Medicare Australia on a regular basis, to ensure early detection of
inappropriate access and potential misuse of data.

Recommendation 4
145. The notice to produce documents given by Medicare Australia to the
practitioner should clearly state that the information being collected
may only be used for the purposes of the compliance audit. The
notice should also note any secondary purpose the information may
be used for as required or authorised by or under law, such as in
relation to offences under the HIA or Criminal Code Act 1995 relating
to false and misleading statements made in respect of Medicare
services (IPP 10.1(c) ‘use of the information for that other purpose is
required or authorised by or under law’).

Disclosure
146. Disclosure of information collected under a notice to produce documents given under
the proposed legislation is subject to the secrecy provisions of the HIA. The secrecy
provisions are contained in section 130 of the HIA. Section 130(1) states that:
A person shall not, directly or indirectly, except in the performance of his or her
duties, or in the exercise of his or her powers or functions, under this Act or for the
purpose of enabling a person to perform functions under the Medicare Australia
Act 1973, the Dental Benefits Act 2008 or the medical indemnity legislation, and
while he or she is, or after he or she ceases to be, an officer, make a record of, or
divulge or communicate to any person, any information with respect to the affairs of
another person acquired by him or her in the performance of his or her duties, or in
the exercise of his or her powers or functions, under this Act.
147. The secrecy provisions prohibit Medicare Australia staff from releasing an individual's
information to a third party, unless one of the specified exceptions applies.
148. It is envisioned that disclosures of health information supplied during a compliance
audit would only be made by relevant Medicare Australia staff in the
exercise/performance of their powers or functions, which would therefore be
authorised under s130(1).
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149. The majority of the other exceptions in section 130 require authorisation by a specified
delegate before information can be disclosed.
150. For any personal information collected outside of the secrecy provisions, disclosure of
that information to a third party must be in accordance with IPP 11 of the Privacy Act.

Privacy Impact Analysis—Disclosure—Information Privacy Principle 11
151. Health information currently collected by Medicare Australia is protected under the
secrecy provisions of the HIA, and disclosures are governed by those secrecy
provisions. Any release of information under those provisions therefore meets the
criteria of IPP11.1(d) [‘disclosure is required or authorised by or under law’].

Recommendation 5
152. Details on what constitutes an authorised disclosure of health
information collected as part of a compliance audit should be made
clear and accessible to the public.

Access / Correction
153. Information is available on the Medicare Australia website advising the public on
information handing practices within the agency, and on how they can request access
to their personal information.
154. An individual may request access to their personal information from Medicare Australia
by phone, face to face in a Medicare office, or in writing. Some personal information
can also be accessed via the Medicare Australia Online Services channel.
155. An individual can view their Medicare claims history via Medicare Australia Online
Services. If an individual believes there are errors in those records, there are avenues
by which the individual can request that their Medicare claims history be corrected.
156. Individuals may apply for the correction of their personal information held by Medicare
Australia by providing details of the information they consider to be inaccurate. A
request for correction may be made in accordance with IPP 7 of the Privacy Act or
section 48 of the Freedom of Information Act 1982.
157. Where an individual considers the personal information about them held by Medicare
Australia is incorrect, out of date or misleading, they may request that Medicare
Australia make the appropriate corrections, deletions and additions to ensure that the
record is accurate. In the case of Medicare claims details, these can be corrected if
necessary by way of a ‘latter day adjustment’ which would provide correction of the
recorded information.
158. Medicare Australia would not correct the information contained in an excerpt of a
patient medical record provided during a compliance audit – that information is used
only to substantiate the service and is not retained beyond the timeframe required to
complete the compliance audit. Any corrections would be made to the individual’s
claims history held within Medicare Australia records and systems.
159. Medicare Australia will not automatically release updated details to agencies or
organisations who have received authorised disclosures of Medicare claims data. If
there are exceptional circumstances (eg serious and imminent threat to the life or
health of the individual), there are processes within the Medicare Australia Release of
Information (ROI) system that would enable a proactive release of the new information.
160. If an individual wanted to alter their medical records held by the practitioner, they
would need to make that request to the practitioner.

Openness
161. A recommendation has been made that Medicare Australia review its privacy policies
and processes to ensure that people are adequately informed about the types of
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personal information that Medicare Australia holds. This could include making more
information available on the Medicare Australia website about the nature of the records
of personal information held by Medicare Australia and the purpose for which that
information is held.
162. Likewise, a recommendation has been made that peak bodies for practitioner groups
review and, if appropriate, advise their members of changes that may be needed to
Privacy Policies which may be displayed in practices.

Recommendation 6
163. To increase compliance with the openness and transparency
requirements of privacy best practice, Medicare Australia should
review the information available on its website about the type of
personal information held by Medicare Australia and the purpose for
which that information is held.

Recommendation 7
164. Medicare Australia and the Department of Health and Ageing should
use existing relationships with peak practitioner groups, health
consumer and privacy groups to review and, if appropriate, change
their accreditation requirements and Privacy Policies in relation to
notices displayed in practices.

Privacy Impact
Principles 5-7

Analysis—Access

/

Correction—Information

Privacy

165. In regard to IPP5, Medicare Australia has some details on its website about the
personal information held and how this can be accessed. Medicare Australia also
maintains a Personal Information Digest (PID), which is submitted to the Privacy
Commissioner on an annual basis. Compliance with IPP5 could however be improved
by implementing the action in Recommendation 6, to include more information on the
Medicare Australia website rather than relying on the OPC to publish the PID on their
website.
166. Medicare Australia complies with IPP6 in that it has a range of access processes in
place. These processes include that requests can be made under Freedom of
Information legislation or ROI legislation and policies.
167. In terms of IPP7, the nature of the project means that the information collected relates
to a specific point in time so it is not consistent with the purpose of the collection to
update the health information held. The health information collected for a compliance
audit is disposed of once the review is complete (when it is no longer relevant for the
purpose for which it was collected).

Data Quality
168. Consistent with current practice, Medicare Australia will take all reasonable steps to
ensure that the information supplied by a practitioner as part of a compliance audit is
the most accurate, up-to-date and complete information to the extent required to
satisfy that a Medicare benefit has been paid correctly.
169. The auditing process is seeking to substantiate a Medicare benefit paid in respect of a
service.
170. The auditing process allows the practitioner the opportunity to discuss and explain any
inconsistencies found in relation to documents provided to substantiate services.
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Privacy Impact Analysis—Data Quality—Information Privacy Principle 8
171. The assessment of the privacy impacts is that there are processes in place to ensure
that the information used for the purposes of the compliance audit is accurate, up-todate and complete to the extent required to satisfy that a Medicare benefit has been
paid correctly. These processes therefore would comply with the requirements of
IPP 8.

Security / Storage
172. Personal information collected under this project will be protected by the security
safeguards that are currently in place in Medicare Australia. Those safeguards are in
place both to prevent and to detect unauthorised access. They cover the facets of
personnel security, physical security and IT security.
173. The safeguards implemented within Medicare Australia to protect personal information
include:
•
•
•

access rights are issued on the basis of staff requiring this in the performance of
their duties,
application of existing Medicare Australia policies and procedures (eg security,
privacy, unauthorised access policies), and
application of existing Medicare Australia security processes for authentication and
authorisation of staff accessing records.

174. Medicare Australia complies with requirements specified in documents including:
•
•
•
•
•
•
•

the Commonwealth Protective Security Manual (PSM);
the Privacy Act 1988;
secrecy provisions in the HIA and the NHA;
the Australian Government Information and Communications Technology Security
Manual (ACSI 33);
the Australian Government e-Authentication Framework (AGAF);
the Gatekeeper Public Key Infrastructure (PKI) Framework; and
other Australian Government and international security standards.

175. Existing Medicare Australia procedures will be used to authorise staff access to
premises and systems. Users of IT systems will require a logon and password, access
to physical areas and material will require security passes and keys. Audits trails will
be maintained and can be used to detect behaviours which may indicate unauthorised
access.
176. Existing Medicare Australia processes will be used for reporting of security and privacy
breaches. Medicare Australia staff are obligated to report any security and/or privacy
incidents for appropriate follow-up.
177. Under current compliance audit processes, access to documents drawn from patient
medical records provided voluntarily by practitioners to Medicare Australia is limited to
specifically trained and authorised Medicare Australia staff.
178. Only select authorised Medicare Australia staff will be allowed to give a notice to
produce documents to a practitioner. These authorised staff will be given additional
training in the use and storage of sensitive information.

Privacy Impact Analysis—Security—Information Privacy Principle 4
179. On the basis of the information available regarding current procedures and the
proposed legislative amendments, the assessment of the privacy impacts is that the
measures in place are designed to ensure personal information can be accessed by
authorised personnel only, and include audit activities to detect and identify
inappropriate access. These processes comply with the requirements of IPP4.
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Retention / Destruction
180. Medicare Australia has implemented records management policies to ensure
compliance with statutory recordkeeping obligations, including those in the following
legislation:
•
•
•
•
•
•
•
•
•

Medicare Australia Act 1973
Archives Act 1983
Evidence Act 1995
Freedom of Information Act 1982
Crimes Act 1914
Financial Management and Accountability Act 1997
Electronic Transactions Act 1999
Ombudsman’s Act 1976
Administrative Appeals Act 1975

181. Personal information collected as part of the compliance audit process is retained by
Medicare Australia only until the purpose for which it was collected has been
effectively met. The information is disposed of by Medicare Australia once the
compliance activity has been fully concluded.
182. If the information is required for legal purposes, recovery or enforcement of penalty,
the file is kept securely until any legal proceedings are completed.
183. Once the information is no longer required it is either returned to the practitioner or
destroyed in accordance with current legislative requirements.
184. Medicare Australia complies with the requirements of the Archives Act, the PSM,
Medicare Australia’s Disposal & Destruction of Classified Information Policy, and other
relevant legislation and policies when disposing of personal information.
185. These government policies governing destruction of sensitive and classified
information require the information be destroyed in a manner which prevents
recognition or reconstruction. For example, paper based information should be
shredded or pulped. Electronic or removable media should be physically damaged to
the point of inoperability, (eg. via shredding, degaussing, melting, or other such
methods) before disposal of the media.

Recommendation 8
186. To provide clarity and transparency, Medicare Australia should
establish and publish a clear set of guidelines covering the relevant
retention and destruction policies relating to documents collected
through the proposed legislation.

Recommendation 9
187. Audits of the records management of health information should be
undertaken, to ensure compliance with retention and destruction
guidelines and policies.

Privacy Management
188. The project recognises the importance the community places on the privacy of its
health information. Policies and processes outlined in this document will continue to
be developed in conjunction with any new policies arising (eg, from stakeholder
feedback) to keep the need for information from patient medical records to be provided
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during compliance audits to the minimum necessary to substantiate the Medicare
benefit paid in respect of the service.
189. Medicare Australia is already active in ensuring high standards of privacy protection
and has an extensive range of privacy protection activities which support the relevant
legislation and best privacy practice.
190. These activities include:
•

•
•
•
•
•

induction training for new staff and follow up training on identified privacy issues
relevant to staff in different business areas (including for example, training on the
secrecy provisions of the HIA);
privacy impact assessments of new initiatives involving the collection, use or
disclosure of personal information;
audits of access to personal information to identify any unauthorised access by
Medicare Australia staff;
provision of specialist privacy advice to all business units to encourage the
identification and resolution of any privacy issues as they arise;
reviews of customer complaints and staff reports of possible privacy breaches to
ensure action is taken to address any ongoing risks; and
specific processes for the release of personal information to any other agency or
person (personal information is only disclosed in line with privacy requirements)

191. Under current arrangements, all personal information collected by Medicare Australia
must be managed in accordance with the Privacy Act 1988. Most personal information
is subject to additional privacy requirements specified in “secrecy provisions” included
in the Health Insurance Act 1973 and the National Health Act 1953. These provisions
make it an offence for information to be divulged other than in narrowly specified
circumstances.
192. Additional privacy protection is provided by:
•
•
•

the APS Values and Code of Conduct, based on the Public Service Act 1999
the Archives Act 1983
in the case of health service providers and contractors who do business with
Medicare Australia, the private sector provisions of the Privacy Act 1988.

193. In addition to the extensive privacy safeguards already operating, the following are
some of the safeguards currently proposed for the project:
•

•
•
•

•
•

•

a notice to produce documents may only be given when Medicare Australia has a
reasonable concern that a Medicare benefit paid in respect of a service may
exceed the amount that should have been paid;
Medicare Australia may only require a practitioner to produce information relevant
to substantiate the service;
processes will be established to ensure that only the minimum amount of health
information is collected to substantiate the service/s; ;
where information from a patient medical record is required it will only be viewed by
an authorised person (note - an authorised person will be defined in a policy
document which could be made available to the public);
existing staff will receive refresher privacy training;
staff performing the function of an “authorised person” will undertake additional
dedicated privacy training on their obligations with respect to the collection, use,
storage and disclosure of personal and protected information (this will be
incorporated into internal policy);
documents and information collected will not be able to be used as the basis for
referral to PSR or for other criminal and civil proceedings except for those relating
to offences under the HIA or Criminal Code Act 1995 relating to false and
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•

•

•

misleading statements made in respect of Medicare Services (proposed in the draft
legislation);
Medicare Australia will conduct regular internal audits to ensure early detection of
patterns and behaviours which would indicate inappropriate access to and use of
data (see PIA recommendation 3);
consideration will be given to reporting on the frequency and nature of the
provision of information from patient medical records to Medicare Australia during
compliance audits; and
conducting a post implementation review of the initiative including a privacy audit to
assess the ongoing privacy impacts (see PIA recommendation 10).

194. Further safeguards may be identified from feedback received as part of the
ongoing consultation and from the implementation process.

Recommendation 10
195. Consideration should be given to reporting on the frequency and
nature of Medicare Australia’s access to clinical notes and
reviewing the initiative after implementation, including a privacy
audit to assess the privacy impacts, once the new procedures
have been operational for a period of time.
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Summary of recommendations
Recommendation 1
The PIA should continue to be updated throughout the implementation and ongoing
management of the IMCA initiative.

Recommendation 2
An information campaign for the public on the need for Medicare compliance audits and the
potential for their clinical information to be accessed to confirm payment accuracy should be
considered. Alternatively Medicare Australia should explore what information it can make
available to patients (on new or existing forms, or through new or existing channels) on the
potential for excerpts from their medical records to be provided to Medicare Australia during
compliance audits.

Recommendation 3
Audits of internal Medicare Australia staff accessing information collected during a compliance
audit should be undertaken by Medicare Australia on a regular basis, to ensure early detection
of inappropriate access and potential misuse of data.

Recommendation 4
The notice to produce documents given by Medicare Australia to the practitioner should clearly
state that the information being collected may only be used for the purposes of the compliance
audit. The notice should also note any secondary purpose the information may be used for as
required or authorised by or under law, such as in relation to offences under the HIA or Criminal
Code Act 1995 relating to false and misleading statements made in respect of Medicare
services (IPP 10.1(c) ‘use of the information for that other purpose is required or authorised by
or under law’).

Recommendation 5
Details on what constitutes an authorised disclosure of health information collected as part of a
compliance audit should be made clear and accessible to the public.

Recommendation 6
To increase compliance with the openness and transparency requirements of privacy best
practice, Medicare Australia should review the information available on its website about the
type of personal information held by Medicare Australia and the purpose for which that
information is held.

Recommendation 7
Medicare Australia and the Department of Health and Ageing should use existing relationships
with peak practitioner groups, health consumer and privacy groups to review and, if appropriate,
change their accreditation requirements and Privacy Policies in relation to notices displayed in
practices.

Recommendation 8
To provide clarity and transparency, Medicare Australia should establish and publish a clear set
of guidelines covering the relevant retention and destruction policies relating to documents
collected through the proposed legislation.

Recommendation 9
Audits of the records management of health information should be undertaken, to ensure
compliance with retention and destruction guidelines and policies.

Recommendation 10
Consideration should be given to reporting on the frequency and nature of Medicare Australia’s
access to clinical notes and reviewing the initiative after implementation, including a privacy
audit to assess the privacy impacts, once the new procedures have been operational for a
period of time.
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Attachment A
14 May 2008

Dear <>
Commonwealth Budget – Increased MBS Compliance Audits
The Commonwealth Government has announced that it is moving to further protect the integrity of
Medicare by boosting its Medicare compliance program. I am writing to provide you with further
information on this budget announcement.
Summary of the Initiative
The efficient and appropriate allocation of resources is a core element of the Government’s health reform
initiatives. Commonwealth spending on Medicare benefits is currently around $13 billion per annum
(2007-08) and the Commonwealth Government needs to ensure that this expenditure provides the best
value for money. A program as large as the Medicare Scheme requires a reasonable level of compliance
activity to ensure that payments are only being made for eligible claims. The Government has decided
that the current level of MBS compliance activity may not have kept up with growth in the Medicare
program over recent years.
Under the ‘Increasing MBS Compliance’ initiative the Government will increase audits on Medicare
Benefits Schedule (MBS) services to ensure that providers are fulfilling the requirements of relevant MBS
item descriptors.
The Government will also increase the powers of Medicare Australia to compel the production of records
substantiating MBS billing and claiming, and introduce new administrative penalties for individuals who
are found to be claiming MBS benefits incorrectly.
Increased Audits
Commencing in January 2009 Medicare Australia will be funded to undertake an additional 2000 MBS
compliance audits each financial year. Under this increased audit program providers will be asked to
justify their MBS claiming by providing explanations and supporting documentation.
An audit will generally involve Medicare Australia notifying a provider that a concern has been identified,
and asking them to produce evidence supporting their claims or billing. For those that are selected for
audit there will be some limited work in collecting the necessary evidence to substantiate their MBS
Claims. This work will generally involve showing Medicare Australia relevant documents relating to limited
and specified services. Medicare Australia does not expect that responding to a desk audit would be an
onerous task for practitioners who keep adequate records.
Access to a Broader Range of Records
When requested, providers will be required to produce records that show compliance with the claiming
requirements contained in the MBS. Requiring practitioners to verify their claims for Medicare eligible
services when audited is a reasonable and responsible way of ensuring that taxpayer funds are spent
appropriately. This initiative will include giving Medicare Australia access, in certain limited circumstances
when there is no other alternative, to relevant excerpts of a provider’s clinical notes.
Health Professionals are already under legal obligations to keep and retain records relating to their
treatment of patients and the rendering and claiming of Medicare Benefits. This proposal will not
introduce any new record making or retention requirements. The proposal will also reduce the current
uncertainty around what a provider can provide to Medicare Australia as part of an audit.
In drafting the new legislation the Government will work closely with key stakeholder groups and the
Office of the Privacy Commissioner, to ensure that the legislation properly protects the privacy of both the
provider who is being audited, and the consumer whose medical services may be subject to review.
A New Financial Penalty System
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The Government has also announced its intention to introduce financial penalties for practitioners who
have caused the Commonwealth to pay Medicare Benefits incorrectly. These financial penalties will
provide a simple and transparent system to address non-compliance and create an additional incentive
for providers to ensure they are compliant with MBS requirements.
The Government believes that practitioners who occasionally make incorrect claims will be better
addressed by paying financial penalties, rather than being pursued in the criminal courts, or being
suspended by a body of peers. Paying a financial penalty will encourage these practitioners to change
their behaviour, and repay the taxpayer for the money that has been taken, without any permanent or
significant damage being done to their professional reputation or standing.
Actual penalty amounts will be set in consultation with key stakeholders, and will be based on established
legal principles including fairness, proportionality, natural justice and equity.
Consultation
During 2008-09 Medicare Australia, and the Department of Health and Ageing, will undertake significant
consultation with the medical profession and other stakeholders about the changes to the compliance
program.
If you have any questions about the ‘Increased MBS Compliance’ initiative you can find more information
on the Department of Health and Ageing website, http://www.health.gov.au/, or otherwise call Luke
Twyford on (02) 612 47376.
Medicare Australia looks forward to working with you and your organisation on this important initiative.
Yours Sincerely

Catherine Argall PSM
CEO
Medicare Australia
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Attachment B
18 October 2008
Dear <Stakeholder>
Please find enclosed an information sheet on the Increased MBS Compliance Audits initiative (Attachment A).
The Department of Health and Ageing (DOHA), in conjunction with Medicare Australia, is seeking your views
on how these changes should be operate.
Background
The Medicare scheme is funded by taxpayers and the Government has a responsibility to ensure that these
funds are expended appropriately. As part of the 2008 Budget, the Government announced the first
significant increase to compliance activities for the Medicare scheme in over ten years. The Increased MBS
Compliance Audits initiative will:
• significantly increase the number of audits conducted each year by Medicare Australia;
• expand the program to include allied health professionals; and
• provide better coverage of specialists.
The Government also intends to amend legislation to:
• require Medicare providers to produce evidence to verify their Medicare claims when audited by
Medicare Australia; and
• introduce financial penalties for those Medicare providers who repeatedly bill Medicare incorrectly.
These changes build on Medicare Australia’s current compliance activities and complement the work of the
Professional Services Review.
Consultation process
DOHA, in conjunction with Medicare Australia, is consulting with organisations representing the medical
profession, allied health professionals and health consumers, as well as with the Office of the Privacy
Commissioner.
It is anticipated that consultation will be an iterative process which will occur throughout the development of
these components of the initiative.
The views of stakeholders will be used to inform how the production of evidence and administrative penalties
will work in practice, and will be incorporated into the draft legislation during December 2008 and January
2009.
Stakeholders will be provided with progress reports on the Initiative as matters progress. At present, it is
anticipated that the Bill will be included on the legislation program for the Autumn 2009 Parliamentary sitting.
Senior representatives from DOHA and Medicare Australia will also meet with organisations representing key
stakeholders during October 2008 to discuss the development of this package. While the main focus of these
discussions will be the development of the legislation they will also present an opportunity to address any
issues in relation to the increased audit activity.
If you would like to provide feedback or arrange a meeting to discuss these changes you should contact:
Rose Ross
Director (a/g) Medicare Integrity Section
Medicare Benefits Branch
Department of Health and Ageing
GPO Box 9848
Canberra ACT 2601
email: rosemund.ross@health.gov.au
I trust this information is of assistance and look forward to receiving your feedback on the initiative.
Yours sincerely,
<Sender details>
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Increased MBS Compliance Audits
Information Sheet
What has been announced?
In the 2008–09 Federal Budget the Australian Government announced its plan to refine and
enhance the MBS audit process undertaken by Medicare Australia.
The Increased MBS Compliance Audits initiative has three components:
1. increasing the number of audits undertaken by Medicare Australia;
2. compelling Medicare providers to produce evidence to verify their claiming when
audited; and
3. introducing administrative sanctions for Medicare providers who claim incorrectly.
For the purposes of this initiative a Medicare provider is any person who renders or initiates a
service for which a Medicare benefit is payable.

Why are these changes being made?
In 2007–08, expenditure on the Medicare scheme was over $13 billion and there were 280
million transactions generated by over 60,000 Medicare providers. This initiative is the first
significant investment in the Medicare compliance program in over ten years. In the last five
years alone, Medicare expenditure has increased by 43% and there has been considerable
growth in both the number of items (23%) and the number of individual providers (15%).
The Government recognises that most Medicare providers try to do the right thing and
Medicare benefits are currently paid with minimal up-front verification so that individuals can
receive their rebates quickly. As part of ensuring the integrity of the system, a small
percentage of providers will occasionally be asked to verify their claims.

What is proposed under the increased audit
component?
Commencing in January 2009 the coverage of Medicare Australia’s audit program for the
Medicare scheme will increase from 0.7% to 4% of the total active provider population. This
means that the number of audits conducted each year will increase from 500 to 2,500.
The program will also be expanded to include allied health providers, and increase the
proportion of specialists audited. This is important because to date, the audit program has
predominantly focused on GPs, although they only comprise around one-third of the total active
provider population.
The audits conducted by Medicare Australia under this initiative will be a simple administrative
check to ensure that providers are fulfilling the MBS item requirements for which a Medicare
benefit has been paid. Medicare Australia’s current risk assessment processes, incorporating the
use of artificial intelligence and data reviews to identify anomalous claiming patterns, will continue
to be used to identify claims for audit.
Medicare Australia will continue to focus on the provision of information as its primary response
to compliance concerns and has announced that it is both increasing and enhancing the
provision of information, support and education to providers.
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What is proposed under the access to evidence
component?
The Government intends to amend legislation to introduce a general obligation on Medicare
providers to respond to a Medicare Australia audit request.
Why does Medicare Australia need this new authority?
Medicare providers currently self-determine which service they have supplied and what payment
their patients are entitled to receive. When a provider itemises an MBS item they are effectively
stating that the conditions of the indicated item have been met. The Government trusts providers to
get these details right – and whilst key requirements such as patient eligibility and provider details
are checked – payments are made quickly without additional verification of the claim details. This
offers convenience for both providers and patients. To balance this Medicare Australia needs to
conduct post-payment audits to confirm that claims and payments are correct in order to give some
level of assurance that government expenditure is directed appropriately.
There is currently no legal framework to set out either Medicare Australia’s or the practitioner’s
rights and responsibilities in relation to the provision of information to Medicare Australia. It is not
clear what Medicare Australia can ask for or what practitioners are obliged to provide in response to
a Medicare Australia request. Whilst most practitioners respond co-operatively to Medicare
Australia’s requests for information some do engage in protracted negotiations with Medicare
Australia through Medical defence unions, industry bodies, and legal firms. In some circumstances
practitioners have provided Medicare Australia with too much information, the wrong type of
documents or not all the information necessary to confirm the accuracy of the claims.
This is particularly relevant to those issues which can only be confirmed by reference to clinical
information. The intent of this new authority is to make it clear what information can be requested
and what a practitioner’s obligations are in responding to Medicare Australia requests.
This initiative will give practitioners and Medicare Australia greater certainty by providing a
legislative framework about practitioner rights and obligations in verifying MBS billing. This will
reduce unnecessary drains on the resources of both the practitioner and Medicare Australia.
What power will Medicare Australia have to access information?
In most cases Medicare providers will be able to verify their claims using documents such as
referrals and requests, appointment books, and receipts. However, some MBS items may require
information from a clinical record to confirm that the content requirements have been met. For
example Item 2622 is only payable for consultations for a patient with diabetes, Item 2668 is only
payable for consultations with a patient with asthma, and Item 16590 is only payable for the
planning and management of a pregnancy that has progressed beyond 20 weeks. Item 2517
requires a practitioner to demonstrate that they have completed a range of checks (eg. HbA1c,
weight, height, BMI, blood pressure etc). In these cases a provider may be asked to present
evidence to confirm that the patient meets these conditions or that the tests were performed. This
will not require any clinical interpretation by Medicare Australia, just the verification of a matter of
fact already supplied.
In these situations Medicare Australia will only have the ability to request the relevant excerpt that
substantiates the claim and Medicare Australia will not have unfettered access to complete patient
records or files. It is also envisaged that the authority to access relevant excerpts from a clinical
record during an audit would only be exercised infrequently, and in circumstances where there is no
other method of verifying the claim.
Medicare Australia already receives and manages a considerable amount of sensitive information
relating to both patients and providers and maintains the highest standards of professionalism in
protecting the privacy of this information. The Australian Privacy Commissioner, in announcing
Medicare Australia as the first recipient of the Grand Award for Privacy, noted that “Medicare
Australia’s dedication to protecting the privacy of its customers is a model for other government
agencies and for the Australian marketplace as a whole.”
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How will the Government protect privacy and patient-doctor confidentiality?
The legislative amendments will include appropriate safeguards on the collection and use of health
information. These safeguards will be developed in consultation with the Privacy Commissioner and
stakeholders and will be governed by both the Privacy Act 1988, and section 130 of the Health
Insurance Act 1973. As a starting point it is proposed that the legislation require that:
• only a few select authorised staff will be given the power to request clinical information;
• these authorised staff will be given additional training in the use and storage of sensitive
information; and
• Medicare Australia will only be able to seek information that verifies the details of an
identified claim and will be restricted in using the information solely for that purpose.
Isn’t this more red tape on providers?
No. The Government does not anticipate introducing any new record keeping or document
retention requirements. Medicare providers are already required to keep adequate and
contemporaneous records under section 82(3) of the Health Insurance Act 1973. Records that
meet this requirement should suffice for the purposes of this initiative.
How does this affect the role of the Professional Services Review (PSR)?
PSR exists to protect the integrity of Medicare and the PBS and in doing so:
• protect patients and the community in general from the risks associated with inappropriate
practice; and
• protect the Commonwealth from having to meet the cost of services provided as a result of
inappropriate practice 1 .
It does this through a peer review process which investigates practitioners who may have engaged
in inappropriate practice in relation to Medicare or the PBS schemes. Broadly, this involves a
committee of the practitioner’s peers determining if the rendering or initiating of Medicare or PBS
services by the practitioner would be considered clinically relevant and appropriate by the general
body of members of the profession.
This initiative will not alter or change the role of PSR in reviewing practitioners who may have
engaged in inappropriate practice. Medicare Australia will continue to refer matters relating to
inappropriate practice to the Director of PSR. Medicare Australia will not be determining the clinical
relevance or appropriateness of services that a practitioner provides.

What is proposed under the administrative penalties
component?
The Government has indicated that Medicare providers found to be repeatedly billing items
incorrectly will receive education to assist them claim MBS items correctly. In addition, under certain
circumstances, providers found to be claiming incorrectly may be subject to administrative
penalties. The penalties are intended to act as an additional incentive to encourage providers and
their staff to be vigilant about complying with the MBS requirements.
While providers who make one-off mistakes will not be penalised, it is envisaged that those who
repeatedly bill Medicare services incorrectly will be subject to a financial penalty. It is envisaged
that the financial penalty will be an additional percentage of the amount to be recovered.
The exact nature of the penalty and the actual penalty amounts will be developed following
stakeholder consultation. However, in cases of genuine misunderstanding or inadvertent error it
may be possible to provide the Medicare CEO with the authority to remit the full amount of the
penalty. Alternatively, the penalty could be described so that it would not apply to any amount
below a threshold amount.
It is also possible to include ‘discounts’ to the penalty for self disclosure before or during an audit.
1

Inappropriate practice is defined in s.82 of the Health Insurance Act 1973 (HIA) as conduct in the rendering or initiating of services that is considered ‘unacceptable to the general
body of the members of the specialty (profession peers)’.
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Why are administrative penalties being introduced?
Making factually incorrect claims through carelessness is against the law. Administrative penalties
are appropriate for managing this type of non-compliant behaviour because:
1. the bulk of the non-compliance within the MBS is non-criminal in nature;
2. the seriousness of the majority of breaches rarely warrants court action (either civil or
criminal);
3. the Government wants to encourage voluntary compliance rather than taking a strict, stronghanded, technical and/or inflexible approach to enforcement; and
4. administrative penalties are effective and efficient, reduce the court’s workload and do not
strain the resources of the provider concerned.
At present providers audited by Medicare Australia do not have formal rights to have the merits of
their case reviewed by an independent authority. They may apply to the Federal Court or Federal
Magistrates Court for a review under the Administrative Decisions (Judicial Review) Act 1977.
However, this review is limited to ensuring that the decision maker used the correct legal reasoning
or followed the correct legal procedures.
It is anticipated that the introduction of administrative penalties will be accompanied by the provision
of additional formal appeal rights for providers. This will be developed following stakeholder
consultation, but is likely to enable providers to appeal both the assessment of a claim and any
penalty notice through cost effective mechanisms such as an independent reviewer with Medicare
Australia and the Administrative Appeals Tribunal. The current rights of appeal to the ADJR and
Ombudsman will remain.

What legislation changes will be required?
Changes to the Health Insurance Act 1973 will be required to introduce the obligation to provide
evidence and create the administrative penalties.

What consultation is proposed?
The Government will be consulting with organisations representing the medical profession, allied
health professionals and health consumers throughout the development of this package. Further
discussions will also be conducted with the Office of the Privacy Commissioner.
The Government is now seeking your views on how these changes should operate. Stakeholders
are invited to write to the Department of Health and Ageing (DOHA) with their views on how the
changes should be implemented. Senior representatives from DOHA and Medicare Australia will
also meet with organisations representing key stakeholders during October 2008 to discuss the
development of this package. If you would like to provide feedback or arrange a meeting to discuss
these changes you should contact:
Rose Ross
Director (a/g) Medicare Integrity Section
Medicare Benefits Branch
Department of Health and Ageing
GPO Box 9848
Canberra ACT 2601
email: rosemund.ross@health.gov.au
The views of stakeholders will be used to design how the production of evidence and administrative
penalties will work in practice, and will be incorporated into the draft legislation during December
2008 and January 2009.
It is anticipated that this consultation process will be ongoing with key stakeholders being contacted
regularly up until the Bill for these legislative amendments is introduced into the Parliament. At this
stage, it is expected that this will occur during the Autumn 2009 sitting.
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Attachment C

THE INCREASED MBS COMPLIANCE AUDIT INITIATIVE
YOUR QUESTIONS ANSWERED

What has been announced?
In the 2008–09 Budget the Australian Government announced the Increased MBS Compliance
Audit initiative which:
4. increases the number of audits undertaken by Medicare Australia;
5. expands the audit program to include allied health providers and to allow better coverage of
specialists;
6. requires providers to produce evidence to verify their Medicare claiming when audited; and
7. introduces a financial penalty for Medicare providers whose incorrect claims cross a
specified threshold.
In October 2008 the Department of Health and Ageing (DoHA) and Medicare Australia issued an
information sheet about the initiative and invited stakeholder comments. Organisations
representing providers, consumers and privacy groups have provided submissions and/or met with
the DoHA and Medicare Australia to discuss their input.
This information sheet provides further details on how the proposed legislative changes will
operate.

Why are these changes being made?
In 2007–08, expenditure on the Medicare scheme was over $13 billion and there were nearly 280
million transactions generated by around 65,000 Medicare providers. This initiative is the first
significant investment in the Medicare compliance program in over ten years. In the last five years
alone, Medicare expenditure has increased by 43% and there has been considerable growth in both
the number of items (23%) and the number of individual providers (15%).
The Government recognises that most Medicare providers try to do the right thing and Medicare
benefits are currently paid with minimal up-front verification so that individuals can receive their
rebates quickly. A small percentage of claims identified through Medicare Australia’s risk
assessment processes as being of medium to high risk of incorrect claiming are audited to ensure
their individual accuracy and the overall integrity of the Medicare scheme.

When do these changes take effect?
The increase in the number of MBS compliance audits, and the expansion of the program to include
allied health professionals and better coverage of specialists, began on 1 January 2009.
The legislative amendments to the Health Insurance Act 1973 (the Act) required to give effect to the
changes for the production of evidence and the financial penalties will take effect from 1 July 2009,
subject to the passage of legislation. The requirement to produce evidence and the financial
penalties will not be retrospective. These new powers will only apply to Medicare services provided
after the commencement of the legislation.

What is the Government doing to assist Medicare providers to
comply with MBS requirements?
The Government recognises that the MBS, particularly the primary care elements, can be complex
and is in the process of simplifying the primary care MBS items. This process is being undertaken
in consultation with providers and the changes to the MBS will commence on 1 July 2009.
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It is usual for reviews of MBS items to be undertaken in consultation with stakeholders. In fact, the
relevant craft groups are consulted during the drafting of all item descriptors, and those descriptors
are usually agreed with the profession before they are introduced.
In addition, the Medicare Benefits Consultative Committee (MBCC) may review items to ensure that
the MBS continues to reflect appropriate clinical practice. The MBCC consists of the DoHA,
Medicare Australia, the Australian Medical Association (AMA) and representatives of the relevant
craft group. The MBCC may propose changes to MBS items for consideration by the Minister for
Health and Ageing. Providers seeking changes to items should consult the relevant craft group
which can pursue the matter with the AMA and the DoHA.
Medicare Australia offers a range of resources specially developed for providers on how to correctly
claim MBS items. This support is delivered both online and in face-to-face sessions. It is intended
that these resources will be updated as required to reflect issues that arise during compliance
audits. More details about these resources are attached to this information sheet.

What will be in the legislation?
Notice to produce documents
Currently providers are under no legal obligation to substantiate their MBS claims, unless being
investigated for fraud. This means that noncompliant providers can essentially choose not to be
audited.
It is proposed that these amendments will authorise Medicare Australia's Chief Executive Officer, or
delegate, to issue a written notice under the Act requiring a provider to produce documents that are
relevant to determining the validity of an MBS claim. This power will be limited to claims providers
have made within the two years prior to the receipt of the notice and will only apply to services
provided after the commencement of the legislation.
The legislation will provide that Medicare Australia can only issue a notice where there is a
reasonable concern that an MBS payment may not have been claimed correctly. This will prevent
the use of the power without a valid justification, and addresses stakeholder concerns that it could
be used to over-burden providers.
The legislation will require Medicare Australia to identify the specific service that is being audited
and the nature of the compliance concern as is currently the case. Medicare Australia will not
specify the document the provider needs to produce, as this will give providers the opportunity to
select the document that is most convenient to their individual mode of practice. A contact number
will be included so that providers can discuss their individual situation with a Medicare Australia
auditor.
The issue of minimising the impact on providers’ time has been raised in most stakeholder
meetings. Industry representatives have highlighted that individual providers have very different
methods for recording their services and that the requests for substantiation need to allow for
flexibility.
A failure to respond to a notice to produce evidence issued under the Act would result in a finding
the services identified within the notice were incorrectly claimed.
Repayments
The legislation will provide that when an MBS claim has been made incorrectly it will automatically
become a debt owed to the Commonwealth which a provider will be required to repay. The debt
amount will be calculated as the difference between what was claimed and what should have been
claimed for the service that was provided.
Financial Penalties
It is proposed that a financial penalty of 20% will be applied to debts in excess of $2,500 1 . This
threshold will ensure that providers who make one-off mistakes are not penalised. Medicare
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Australia’s data on providers who repaid monies in 2007–08, shows that 64% had a repayment
amount of less than $2,500 2 . Almost half of all recoveries during this period were below $1,000.
The proposed model includes incentives for voluntary admission and cooperation. For instance the
penalty would be:
• removed if a provider admits to receiving an incorrect amount prior to any Medicare
Australia compliance contact;
• reduced by 50% if a provider admits making an incorrect claim before a notice to produce
evidence is issued;
• reduced by 25% if the provider admits making an incorrect claim before completion of the
audit.
The proposed model also provides that where a provider completely fails to respond to a notice to
produce evidence the full amount of the services identified in the notice becomes a debt and the
total penalty payable increases by 25%.
If, within a 24 months period, a provider is found to have made a second (or further) incorrect claim
and the total they repaid for the previous claim was more than $30,000, it is proposed that the
penalty amount be increased by 50%.

Why does Medicare Australia conduct MBS audits?
The aim of an MBS compliance audit is to check that the provider and patient were eligible for
Medicare benefits and the service was provided and met the MBS item requirements. These are all
questions of fact and do not impose on either the clinical appropriateness or adequacy of the MBS
service. By way of example if a provider claims an MBS item that:
• requires a particular test to be done - Medicare Australia will ask for evidence that the test
was done;
• requires a referral - Medicare Australia will ask for a copy of the referral;
• requires a certain amount of time to be spent with the patient, or the service to be performed
at a particular time – Medicare Australia will ask for evidence that those time requirements
have been met;
• requires a pre-existing condition – Medicare Australia will ask for evidence that the preexisting condition existed.
During an MBS compliance audit, Medicare Australia will not be authorised to question the clinical
appropriateness of the service or item nor the provider’s professional decision making. Medicare
Australia will only be authorised to test the facts of the service to ensure that they match the claim
that has been made.

How are providers selected for MBS compliance audits?
Medicare Australia recognises there are often many acceptable reasons for shifts or changes in
claiming behaviour and always gives a provider the opportunity to explain their situation. The four
processes through which a provider’s claims may be identified for audit are:
1.
2.
3.
4.

A provider has used an item/s with a medium to high risk of non-compliance;
A provider’s claiming statistics appear to be unusual or irregular;
A provider’s claiming statistics are different to their peers; or
Items or individuals identified through tip-offs.

•

Further information on how a provider may be selected for a compliance audit is attached to
this information sheet.

How will the audit process change?
The new audit process will be largely unchanged. In line with current practice, a provider will be
notified that there is an issue with an MBS claim that Medicare Australia is seeking to confirm and
asked to produce evidence to verify specified claims. Medicare Australia will specify the reason(s)
for the request, the item number of each professional service included in the request, the Medicare
1. In 2007-08, 49% of all recoveries were below $1,000, and 26% were below $200. 22% of recoveries were between $2,500-$10,000; 9% between $10,000-$50,000; 2% between
$50,000-$100,000; and 2% were over $100,000
35

number of the patient(s), and the date the service(s) was provided. The provider will also receive a
privacy notice detailing the reasons why the information is being sought, who it will be viewed by,
and how it will be used and stored.
How will providers respond to an audit request?
Medicare Australia can receive documents in either hard copy or electronically and will give
providers a choice of what is most convenient to them. If a provider prefers, it may also be possible
for a Medicare Australia officer to meet with them to view or copy relevant documents. The actual
documents a provider might decide to send to Medicare Australia will depend on the MBS item and
the specific concern being audited. Further information on how providers can respond to the
request will be included in the audit letter. Providers will also be able to discuss the type of
information required with a compliance officer.

How will Medicare Australia minimise the impact on a provider’s time and business?
Those providers who are audited can expect Medicare Australia to minimise the business impacts
of the audit process. Specifically Medicare Australia will be required to be very clear about the
services it is auditing, the concerns that need to be addressed and the timeframe a provider has to
respond. Medicare Australia will be flexible about the delivery of the evidence, and will work with
providers to find the most convenient means of examining documents.

What information will I need to provide?
What type of records should a provider keep?
This initiative will not introduce any new record making or retention requirements for Medicare
providers 3 . A provider’s medical practice should already have source documents (including
receipts and appointment books) and clinical records that:
• clearly identify the patient (by name, reference or Medicare number);
• contain a separate entry for each attendance by the patient and the date on which the
service was rendered;
• provide information adequate to verify the administrative details of the service rendered;
• are sufficiently comprehensive to communicate the details of the service provided (i.e. tests
performed and ordered, results of examinations).
What records will a provider be required to produce?
The proposed legislation will not specify the kind of document a provider should produce. Instead
the provider will be able to choose which documentary evidence they have that confirms the
relevant elements of the MBS claims being audited. The kind of evidence required will depend on
the risk identified by Medicare Australia. ie. The reason the audit is being conducted. This will be
explained in the letter the provider receives.
The legislation will clearly state that Medicare Australia can only ask for and accept documents
relevant to substantiating the MBS item/s of concern. Medicare Australia will not be authorised to
request whole patient files. It is anticipated that where clinical notes are provided to Medicare
Australia to verify a particular claim, they may be censored so that only the details relevant to the
audit are legible.

What will happen to the documents collected by Medicare Australia?
Documentation forwarded to Medicare Australia will be viewed by a limited number of specifically
trained and authorised staff. These authorised staff will be located in central and state or territory
offices rather than local branches. Medicare Australia already has a ‘conflict of interest’ policy that
prohibits staff members from being involved in compliance activities when they are acquainted with
the individual connected with the items being audited. If a document substantiates an MBS claim it
is likely that only one individual (the auditor) would need to see the document.
Information will be stored in accordance with relevant legislation and current policies that safeguard
personal information. Personal information collected during a compliance audit will be protected by
the security safeguards that are currently in place in Medicare Australia. Those safeguards prevent
Regulation 9(1) of the Health Insurance (General Medical Services Table) Regulations describes the elements of a professional attendance for a broad range of Medicare attendance
items. Recording the clinical details of the service provided to the patient is one element of the professional attendance.
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3

and detect unauthorised access. They cover the facets of personnel security, physical security and
IT security. Medicare Australia currently complies with Government requirements including:
• the Commonwealth Protective Security Manual (PSM);
• the Privacy Act 1988;
• secrecy provisions in the Health Insurance Act 1973 (s130);
• the Australian Government Information and Communications Technology Security Manual
(ACSI 33);
• the Australian Government e-Authentication Framework (AGAF);
• the Gatekeeper Public Key Infrastructure (PKI) Framework; and
• other Australian Government and international security standards.
It is anticipated that the legislation will prevent documents collected through the audit process from
being used for other purposes including Professional Services Review matters. However the
documents will be able to be used in criminal matters where a provider has defrauded the
Commonwealth.

How does this apply to clinical information?
One of the intents of this legislation is to formalise existing voluntary compliance audit processes
where clinical information is already disclosed to Medicare Australia. Currently during an audit
Medicare Australia can and does receive health information from providers to validate claims they
have made.
Information relevant to payment verification – including some clinical information – is routinely
provided voluntarily by some providers during an audit. The Privacy Act 1988 allows personal
information to be disclosed to bodies such as Medicare Australia where that disclosure is
reasonably necessary to protect the public revenue. However, at present there is not a clear legal
framework which sets out either Medicare Australia’s or the provider’s rights and responsibilities in
relation to the provision of clinical information except in certain limited circumstances (such as
fraud). Accordingly, it is not currently clear what Medicare Australia can ask for or what providers
are obliged to provide. The proposed legislation will address this ambiguity.
Will patients know that a service they have received is being audited?
It is unlikely that the legislation will require either Medicare Australia or providers to advise
individual patients that an MBS service they have received is being audited. A number of
stakeholders have indicated that notifying patients may compromise the provider’s privacy because
it will advise patients that their doctor is being audited by Medicare Australia and cause
unnecessary anxiety to some patients.

Where can I find out more?
The draft bill giving effect to the proposed legislation details is expected to be publicly available in
March 2009. Both Medicare Australia and the Department of Health and Ageing are continuing to
discuss issues relating to the legislative amendments with key stakeholders. As more details
become available we will update our website. Visit www.medicareaustralia.gov.au then go to For
health professionals.
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Medicare Australia’s Resources for Providers
Information and support services that Medicare Australia currently provides to encourage correct
claiming include:
•

Enquiry lines
Medicare Australia runs a designated Medicare enquiry line for providers who have
questions about MBS claiming or interpretation. Providers can contact the Medicare
provider enquiry line on 132 150 (local call rate) or via email
medicare.prov@medicareaustralia.gov.au

•

Administrative Position Statements
An Administrative Position Statement (APS) is a Medicare Australia authorised
interpretation of an area of the MBS where there is potential claiming ambiguity. These
statements aim to provide clarity and reduce uncertainty for providers to make it easier for
them to comply with requirements of the MBS and PBS. This should save time and effort
and provide peace of mind, especially in the event of an audit where an APS sets the
baseline against which compliance is assessed. Visit www.medicareaustralia.gov.au
then go to For health professionals > Doing business with Medicare Australia >
Administrative Position Statements (APS)

•

eLearning services
Medicare Australia’s eLearning programs are designed to help providers better understand
Medicare requirements. There are currently three MBS related eLearning products
covering new providers, rural and remote providers, and dentists. These online education
products are easy to use, interactive and free of charge. Visit
www.medicareaustralia.gov.au then go to For health professionals > Doing business
with Medicare Australia > Education for a full list of current eLearning products.

•

Learning guides
Learning guides are an alternative if providers are unable to access eLearning. They are
designed to help new providers acquire the essential skills needed to access Medicare
and the PBS correctly.

•

Quick reference guides and targeted information
Quick reference guides are designed to provide clarity on complex areas within the MBS
and PBS. The guides focus on topics identified in Medicare Australia’s National
Compliance Program. Both quick reference guides and targeted information are Medicare
Australia’s process for providing advice on single issues to people who need them. They
are distributed to relevant providers and are also made available on our website. Already
in 2008–09, information has been provided to 11,133 allied health professionals and 6,151
general providers in relation to MBS items.

•

Provider percentile charts
Provider percentile charts have recently been made available on the Medicare Australia
website. The charts show the number of services billed by peer groups for selected MBS
items. The charts allow providers to assess their own claiming patterns in relation to
others. They have been introduced in response to feedback from providers who told us it
would be a valuable tool. Charts on the current website include common attendance items
and chronic disease management items. Medicare Australia will update the website on a
quarterly basis.

•

Face to face education
This financial year Medicare Australia has delivered face to face education sessions on a
wide range of topics to support better access to and correct use of the MBS for both new
and experienced providers. In the last six months Medicare Australia has provided face to
face education to 1408 professionals.
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•

Other resources
A range of printed handbooks and other resources on Medicare and the PBS are also
available. These include prescription writing guides and dispensing and claiming checklists
to help providers correctly prescribe PBS medicine within private practice or public hospital
settings.

Where can I find out more?
Visit www.medicareaustralia.gov.au then go to For health professionals > Doing business
with Medicare Australia > Education
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How are providers selected for MBS Compliance audits?
There are four broad processes through which a provider’s claims may be identified for audit. In
each of these processes, Medicare Australia recognises there are often many acceptable reasons
for shifts or changes in claiming behaviour and always gives a provider the chance to explain their
situation. Our risk identification process takes into account past audit outcomes. This ensures that
previously addressed concerns are not re-examined.
The four processes that may identify a provider for audit are:
1. A provider has used an item/s with a medium to high risk of non-compliance
To ensure compliance activities focus on the items and types of services which are most likely
to be incorrectly claimed, Medicare Australia undertakes significant analysis to identify items
where there is a higher risk of incorrect claims. A significant part of this process includes
receiving submissions and ideas from the health industry on the emerging risks and issues
affecting MBS compliance. Based on this analysis Medicare Australia selects a number of
individuals who have used this item for audit. In this situation a provider may be chosen
because they belong to an industry or specialist group involved in areas of high risk billing or
may have used a high risk item.
2. A provider’s claiming statistics appear to be unusual or irregular
Medicare Australia runs regular reports on the use of MBS items to monitor possible noncompliance. Some of the indicators which may lead to a provider being identified for audit
include:
• claims for an individual item are extremely high;
• claims for specific items increase dramatically or significantly without any clear or
identifiable reason;
• claims over a specified period are higher than what would be expected;
• claiming of items appears to be outside a provider’s specialty or area of practice;
• items appear to be claimed without required prerequisites (e.g. no pathology test appears
to have been performed for the patient despite the MBS item requiring one);
• patient billing appears to be abnormal or inconsistent (e.g. provider has claimed for a
patient that has seen another doctor on the same day or the items claimed do not appear
to meet the demographics of a provider’s area).
3. A provider’s claiming statistics are different to their peers
From the claiming data it receives Medicare Australia can build a profile of usual claiming
behaviour for each provider group and compare an individual’s profile to this. This can identify
individuals whose use of an item significantly exceeds that of their peers, or whose
proportional use of graduated items (e.g. time, size or complexity based items) appears
different. Medicare Australia uses sophisticated technology to compare factors including total
benefits, services, patient demographics and prescribing of pharmaceuticals. The profiling
system is adaptive and takes into account factors such as number of days worked and area of
practice.
4. Items or individuals identified through tip-offs
Medicare Australia regularly receives reports about claiming behaviour from members of the
public, practice staff and other providers. Sometimes this information relates to poor claiming
practice, and possible incorrect claiming. If a provider is identified for audit through this
process, Medicare Australia will generally seek information that confirms or disproves the
information we have received from the tip-off.

Where can I find out more?
Visit www.medicareaustralia.gov.au then go to For health professionals > Doing business
with Medicare Australia Audits and Compliance > National Compliance Program
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Attachment D
Privacy Act 1988—Information Privacy Principles
Principle 1 - Manner and purpose of collection of personal information
1. Personal information shall not be collected by a collector for inclusion in a record or in a generally available
publication unless:
(a) the information is collected for a purpose that is a lawful purpose directly related to a function or activity of
the collector; and
(b) the collection of the information is necessary for or directly related to that purpose.
2. Personal information shall not be collected by a collector by unlawful or unfair means.

Principle 2 - Solicitation of personal information from individual concerned
Where:
(a) a collector collects personal information for inclusion in a record or in a generally available publication;
and
(b) the information is solicited by the collector from the individual concerned;
the collector shall take such steps (if any) as are, in the circumstances, reasonable to ensure that, before
the information is collected or, if that is not practicable, as soon as practicable after the information is
collected, the individual concerned is generally aware of:
(c) the purpose for which the information is being collected;
(d) if the collection of the information is authorised or required by or under law - the fact that the collection of
the information is so authorised or required; and
(e) any person to whom, or any body or agency to which, it is the collector's usual practice to disclose
personal information of the kind so collected, and (if known by the collector) any person to whom, or any
body or agency to which, it is the usual practice of that first mentioned person, body or agency to pass on
that information.

Principle 3 - Solicitation of personal information generally
Where:
(a) a collector collects personal information for inclusion in a record or in a generally available publication;
and
(b) the information is solicited by the collector:
the collector shall take such steps (if any) as are, in the circumstances, reasonable to ensure that, having
regard to the purpose for which the information is collected:
(c) the information collected is relevant to that purpose and is up to date and complete; and
(d) the collection of the information does not intrude to an unreasonable extent upon the personal affairs of
the individual concerned.

Principle 4 - Storage and security of personal information
A record-keeper who has possession or control of a record that contains personal information shall ensure:
(a) that the record is protected, by such security safeguards as it is reasonable in the circumstances to take,
against loss, against unauthorised access, use, modification or disclosure, and against other misuse; and
(b) that if it is necessary for the record to be given to a person in connection with the provision of a service to
the record-keeper, everything reasonably within the power of the record-keeper is done to prevent
unauthorised use or disclosure of information contained in the record.

Principle 5 - Information relating to records kept by record-keeper
1. A record-keeper who has possession or control of records that contain personal information shall, subject to
clause 2 of this Principle, take such steps as are, in the circumstances, reasonable to enable any person to
ascertain:
(a) whether the record-keeper has possession or control of any records that contain personal information;
and
(b) if the record-keeper has possession or control of a record that contains such information:
(i) the nature of that information;
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(ii) the main purposes for which that information is used; and
(iii) the steps that the person should take if the person wishes to obtain access to the record.
2. A record-keeper is not required under clause 1 of this Principle to give a person information if the
record-keeper is required or authorised to refuse to give that information to the person under the applicable
provisions of any law of the Commonwealth that provides for access by persons to documents.
3. A record-keeper shall maintain a record setting out:
(a) the nature of the records of personal information kept by or on behalf of the record-keeper;
(b) the purpose for which each type of record is kept;
(c) the classes of individuals about whom records are kept;
(d) the period for which each type of record is kept;
(e) the persons who are entitled to have access to personal information contained in the records and the
conditions under which they are entitled to have that access; and
(f) the steps that should be taken by persons wishing to obtain access to that information.
4. A record-keeper shall:
(a) make the record maintained under clause 3 of this Principle available for inspection by members of the
public; and
(b) give the Commissioner, in the month of June in each year, a copy of the record so maintained.

Principle 6 - Access to records containing personal information
Where a record-keeper has possession or control of a record that contains personal information, the individual
concerned shall be entitled to have access to that record, except to the extent that the record-keeper is required
or authorised to refuse to provide the individual with access to that record under the applicable provisions of any
law of the Commonwealth that provides for access by persons to documents.

Principle 7 - Alteration of records containing personal information
1. A record-keeper who has possession or control of a record that contains personal information shall take such
steps (if any), by way of making appropriate corrections, deletions and additions as are, in the circumstances,
reasonable to ensure that the record:
(a) is accurate; and
(b) is, having regard to the purpose for which the information was collected or is to be used and to any
purpose that is directly related to that purpose, relevant, up to date, complete and not misleading.
2. The obligation imposed on a record-keeper by clause 1 is subject to any applicable limitation in a law of the
Commonwealth that provides a right to require the correction or amendment of documents.
3. Where:
(a) the record-keeper of a record containing personal information is not willing to amend that record, by
making a correction, deletion or addition, in accordance with a request by the individual concerned; and
(b) no decision or recommendation to the effect that the record should be amended wholly or partly in
accordance with that request has been made under the applicable provisions of a law of the
Commonwealth;
the record-keeper shall, if so requested by the individual concerned, take such steps (if any) as are
reasonable in the circumstances to attach to the record any statement provided by that individual of the
correction, deletion or addition sought.

Principle 8 - Record-keeper to check accuracy etc of personal information before use
A record-keeper who has possession or control of a record that contains personal information shall not use that
information without taking such steps (if any) as are, in the circumstances, reasonable to ensure that, having
regard to the purpose for which the information is proposed to be used, the information is accurate, up to date
and complete.

Principle 9 - Personal information to be used only for relevant purposes
A record-keeper who has possession or control of a record that contains personal information shall not use the
information except for a purpose to which the information is relevant.

Principle 10 - Limits on use of personal information
1. A record-keeper who has possession or control of a record that contains personal information that was
obtained for a particular purpose shall not use the information for any other purpose unless:
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(a) the individual concerned has consented to use of the information for that other purpose;
(b) the record-keeper believes on reasonable grounds that use of the information for that other purpose is
necessary to prevent or lessen a serious and imminent threat to the life or health of the individual
concerned or another person;
(c) use of the information for that other purpose is required or authorised by or under law;
(d) use of the information for that other purpose is reasonably necessary for enforcement of the criminal law
or of a law imposing a pecuniary penalty, or for the protection of the public revenue; or
(e) the purpose for which the information is used is directly related to the purpose for which the information
was obtained.
2. Where personal information is used for enforcement of the criminal law or of a law imposing a pecuniary
penalty, or for the protection of the public revenue, the record-keeper shall include in the record containing
that information a note of that use.

Principle 11 - Limits on disclosure of personal information
1. A record-keeper who has possession or control of a record that contains personal information shall not
disclose the information to a person, body or agency (other than the individual concerned) unless:
(a) the individual concerned is reasonably likely to have been aware, or made aware under Principle 2, that
information of that kind is usually passed to that person, body or agency;
(b) the individual concerned has consented to the disclosure;
(c) the record-keeper believes on reasonable grounds that the disclosure is necessary to prevent or lessen a
serious and imminent threat to the life or health of the individual concerned or of another person;
(d) the disclosure is required or authorised by or under law; or
(e) the disclosure is reasonably necessary for the enforcement of the criminal law or of a law imposing a
pecuniary penalty, or for the protection of the public revenue.
2. Where personal information is disclosed for the purposes of enforcement of the criminal law or of a law
imposing a pecuniary penalty, or for the purpose of the protection of the public revenue, the record-keeper
shall include in the record containing that information a note of the disclosure.
3. A person, body or agency to whom personal information is disclosed under clause 1 of this Principle shall not
use or disclose the information for a purpose other than the purpose for which the information was given to
the person, body or agency.
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