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Executive summary


Glossary and acronyms

	contracted service provider
	a person or body which provides services under a contract to a Victorian public sector organisation (the outsourcing organisation), in connection with the performance of functions of the outsourcing organisation, including services that the outsourcing organisation is to provide to other persons or bodies

	FOI Act
	Freedom of Information Act 1982 (Vic)

	health information 
	(a)  information or an opinion about-

(i)  the physical, mental or psychological health (at any time) of an individual; or

(ii) a disability (at any time) of an individual; or

(iii) an individual's expressed wishes about the future provision of health services to him or her; or

(iv) a health service provided, or to be provided, to an individual- that is also personal information; or

(b)  other personal information collected to provide, or in providing, a health service; or

(c)  other personal information about an individual collected in connection with the donation, or intended donation, by the individual of his or her body parts, organs or body substances; or

(d)  other personal information that is genetic information about an individual in a form which is or could be predictive of the health (at any time) of the individual or of any of his or her descendants;

but does not include health information, or a class of health information or health information contained in a class of documents, that is prescribed as exempt health information for the purposes of the Health Records Act 2001 generally or for the purposes of specified provisions of the Health Records Act 2001

	HPPs
	health privacy principles, found in the Health Records Act 2001 (Vic)

	HRA
	Health Records Act 2001 (Vic)

	IPA
	Information Privacy Act 2000 (Vic)

	IPPs
	information privacy principles, found in the Information Privacy Act 

	personal information
	information or an opinion (including information or an opinion forming part of a database), that is recorded in any form and whether true or not, about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion, but does not include information of a kind to which the Health Records Act applies

	PIA
	Privacy Impact Assessment

	sensitive information 
	personal information that is also about an individual's racial or ethnic origin, political opinions, membership of a political association, religious beliefs or affiliations, philosophical beliefs, membership of a professional or trade association, membership of a trade union, sexual preferences or practices, or criminal record

	unique identifier
	an identifier (usually a number) assigned by an organisation to an individual uniquely to identify that individual for the purposes of the operations of the organisation but does not include an identifier that consists only of the individual's name but does not include an identifier within the meaning of the Health Records Act 

	
	


Part 1
About this PIA Report

What is a PIA?

Privacy Impact Assessments (PIAs) are a way of measuring the privacy impacts posed by a new project, whether it is a legislative, policy or technological initiative.

PIAs are usually undertaken as part of a sound risk management strategy, to assess whether it is safe to proceed to the implementation phase of the project.  A failure to properly embed appropriate privacy protection measures may result in a breach of privacy laws, a declaration of incompatibility with the Charter of Human Rights and Responsibilities, or prohibitive costs in retro-fitting a system to ensure legal compliance or address community concerns about privacy.

In this report, ‘privacy’ encompasses personal information privacy, as well as bodily privacy, territorial privacy, communications privacy and locational privacy. 

Privacy impacts arising from an initiative may be negative (privacy-invasive) and/or positive (privacy-enhancing).  However as privacy is a human right, privacy impacts only relate to impacts on individuals, not organisations.

This PIA Report aims to describe and de-mystify the project, identify and analyse the privacy implications, and make recommendations for minimising privacy intrusion, and maximising privacy protection – while ensuring the project’s objectives are met.

At the conclusion of this Report are findings and recommendations with respect to the privacy impacts of this project.

What does this PIA cover?


Methodology


Part 2
Description of the project

Overview of the project


Details of the project

Project objectives


Project drivers



Project scope

Project environment


Project operational details


Data flow diagram
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Collection of personal information



Use of personal information



Disclosure of personal information



Data Quality


Data Security



Access and Correction


Part 3
Assessment of the project: 
the Information Privacy Principles (IPPs)

This Part assesses the project described in Part 2 against the IPPs.

At each point, recommendations are made to maximise the privacy enhancing possibilities, and/or minimise the privacy invasive risks of this project.  The most significant recommendations are drawn together into coherent themes in Part 6 of this Report.


Collection of personal information

IPP 8: Anonymity 
Wherever it is lawful and practicable, individuals must have the option of not identifying themselves when entering transactions with an organisation.

Assessment


Findings


Will the project comply with this IPP?

Will the project meet community expectations about anonymity?

What else can be done to minimise risk and maximise protections in relation to anonymity without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 


IPP 1.1: Collection necessity 
An organisation must not collect personal information unless the information is necessary for one or more of its functions or activities.

Assessment


Findings


Will the project comply with this IPP?

Will the project meet community expectations about collection necessity?

What else can be done to minimise risk and maximise protections in relation to collection necessity without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 


IPP 1.2: Method of collection 
An organisation must collect personal information only by lawful and fair means and not in an unreasonably intrusive way.

Assessment


Findings


Will the project comply with this IPP?

Will the project meet community expectations about the method of collection?

What else can be done to minimise risk and maximise protections in relation to the method of collection without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 


IPP 1.3 and 1.5: Collection notice 
At or before the time (or, if that is not practicable, as soon as practicable after) an organisation collects personal information about an individual from the individual, the organisation must take reasonable steps to ensure that the individual is aware of -

(a) the identity of the organisation and how to contact it; and

(b) the fact that he or she is able to gain access to the information; and

(c) the purposes for which the information is collected; and

(d) to whom (or the types of individuals or organisations to which) the organisation usually discloses information of that kind; and

(e) any law that requires the particular information to be collected; and

(f) the main consequences (if any) for the individual if all or part of the information is not provided.

If an organisation collects personal information about an individual from someone else, it must take reasonable steps to ensure that the individual is or has been made aware of the matters listed in IPP 1.3 except to the extent that making the individual aware of the matters would pose a serious threat to the life or health of any individual.

Assessment



Findings


Will the project comply with this IPP?

Will the project meet community expectations about a collection notice?

What else can be done to minimise risk and maximise protections in relation to collection notification without compromising the project’s objectives?

Recommendation

Recommendation # 


Timeframe: 
Importance: 


IPP 1.4: Direct collection 
If it is reasonable and practicable to do so, an organisation must collect personal information about an

Assessment


Findings


Will the project comply with this IPP?

Will the project meet community expectations about direct collection?

What else can be done to minimise risk and maximise protections in relation to direct collection without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 


IPP 10: Collection of sensitive information 
An organisation must not collect sensitive information about an individual unless the individual has consented, or the collection is required under law, or an exemption applies.

Assessment


Findings


Will the project comply with this IPP?

Will the project meet community expectations about the collection of sensitive information?

What else can be done to minimise risk and maximise protections in relation to the collection of sensitive information without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 


IPP 7.2 and 7.4: Collection of unique identifiers 

7.4. An organisation must not require an individual to provide a unique identifier in order to obtain a service unless the provision of the unique identifier is required or authorised by law or the provision is in connection with the purpose (or a directly related purpose) for which the unique identifier was assigned.

7.2. An organisation must not adopt as its own unique identifier of an individual a unique identifier of the individual that has been assigned by another organisation unless -

(a) it is necessary to enable the organisation to carry out any of its functions efficiently; or

(b) it has obtained the consent of the individual to the use of the unique identifier; or

(c) it is an outsourcing organisation adopting the unique identifier created by a contracted service provider in the performance of its obligations to the organisation under a State contract.

Assessment



Findings


Will the project comply with this IPP?

Will the project meet community expectations about the collection or adoption of unique identifiers?

What else can be done to minimise risk and maximise protections in relation to the collection or adoption of unique identifiers without compromising the project’s objectives?

Recommendation

Recommendation # 


Timeframe: 
Importance: 


Use and Disclosure of personal information

IPP 2: Use and Disclosure 
An organisation must not use or disclose personal information about an individual for a purpose (the secondary purpose) other than the primary purpose of collection unless -

(a) the secondary purpose is related to the primary purpose of collection (or, if the personal information is sensitive information, directly related to the primary purpose of collection); and the individual would reasonably expect the organisation to use or disclose the information for the secondary purpose; or

(b) the individual has consented to the use or disclosure; or

(c) another exemption applies.

Assessment


Findings


Will the project comply with this IPP?

Will the project meet community expectations about use and disclosure?

What else can be done to minimise risk and maximise protections in relation to use and disclosure without compromising the project’s objectives?

Recommendation

Recommendation # 


Timeframe: 
Importance: 


IPP 7.1 and 7.3: Use and Disclosure of unique identifiers 
An organisation must not assign unique identifiers to individuals unless the assignment of unique identifiers is necessary to enable the organisation to carry out any of its functions efficiently.

An organisation must not use or disclose a unique identifier assigned to an individual by another organisation unless -

(a) the use or disclosure is necessary for the organisation to fulfil its obligations to the other organisation; or

(b) an exemption applies; or 

(c) it has obtained the consent of the individual to the use or disclosure.

Assessment


Findings


Will the project comply with this IPP?

Will the project meet community expectations about the creation, use and disclosure of unique identifiers?

What else can be done to minimise risk and maximise protections in relation to the creation, use and disclosure of unique identifiers without compromising the project’s objectives?

Recommendation

Recommendation # 


Timeframe: 
Importance: 


IPP 9: Transborder data flows 
An organisation may transfer personal information about an individual to someone (other than the organisation or the individual) who is outside Victoria only if -

(a) the organisation reasonably believes that the recipient of the information is subject to a law, binding scheme or contract which effectively upholds principles for fair handling of the information that are substantially similar to the Information Privacy Principles; or

(b) the individual consents to the transfer; or

(c) another exemption applies.

Assessment


Findings


Will the project comply with this IPP?

Will the project meet community expectations about transborder data flows?

What else can be done to minimise risk and maximise protections in relation to transborder data flows without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 


Data Quality

IPP 3: Data Quality 
An organisation must take reasonable steps to make sure that the personal information it collects, uses or discloses is accurate, complete and up to date.

Assessment


Findings


Will the project comply with this IPP?

Will the project meet community expectations about data quality?

What else can be done to minimise risk and maximise protections in relation to data quality without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 


Data Security

IPP 4.1: Data security 
An organisation must take reasonable steps to protect the personal information it holds from misuse and loss and from unauthorised access, modification or disclosure.

Assessment


Findings


Will the project comply with this IPP?

Will the project meet community expectations about data security?

What else can be done to minimise risk and maximise protections in relation to data security without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 


IPP 4.2: Data disposal 
An organisation must take reasonable steps to destroy or permanently de-identify personal information if it is no longer needed for any purpose.

Note: The Public Records Act 1973 (Vic) will likely set a minimum data retention period for the information, before which you cannot destroy or de-identify it.  For health service providers, also see the Health Records Act.

Assessment


Findings


Will the project comply with this IPP?

Will the project meet community expectations about data disposal?

What else can be done to minimise risk and maximise protections in relation to data disposal without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 


Access and Correction


FOI Act Part III: Access 
If a request for access to a document is duly made, and any required fee has been paid, the applicant shall be given access to the document, unless it is an exempt document.

The organisation must take all reasonable steps to enable the applicant to be notified of a decision on the request as soon as practicable but in any case not later than 45 days after the request was received.

IPP 6.1, 6.3, 6.4, 6.7 and 6.8: Access 
If an organisation holds personal information about an individual, it must provide the individual with access to the information on request by the individual, except if an exemption applies.

The organisation must provide access, reasons for the denial of access, or reasons for the delay in responding as soon as practicable, but no later than 45 days after receiving the request.

If an organisation charges for providing access to personal information, the organisation-

(a) must advise an individual who requests access to personal information that the organisation will provide access on the payment of the prescribed fee; and

(b) may refuse access to the personal information until the fee is paid.

An organisation must provide reasons for denial of access.  If the organisation is not required to provide the individual with access, the organisation must, if reasonable, consider whether the use of mutually agreed intermediaries would allow sufficient access to meet the needs of both parties.


Assessment


Findings


Will the project comply with this IPP/the FOI Act relating to Access?

Will the project meet community expectations about providing access to one’s own personal information?

What else can be done to minimise risk and maximise protections in relation to providing access to one’s own personal information without compromising the project’s objectives?

Recommendation

Recommendation # 


Timeframe: 
Importance: 




FOI Act Part V: Correction 
A person is entitled to request the correction or amendment of any part of a document where it is inaccurate, incomplete, out of date, or where it would give a misleading impression.

The organisation may either alter the record or add an appropriate notation to the record.  Any notation must specify the respects in which the information is incomplete, incorrect, out of date or misleading and, in a case where the information is claimed to be out of date, set out such information as is required to bring the information up to date.

The organisation must take all reasonable steps to enable the applicant to be notified of a decision on the request as soon as practicable but in any case not later than 30 days after the request was received.


IPP 6.5 - 6.8: Correction 
If an organisation holds personal information about an individual and the individual is able to establish that the information is not accurate, complete and up to date, the organisation must take reasonable steps to correct the information so that it is accurate, complete and up to date.

The organisation must correct the personal information, or provide reasons for the refusal to correct the personal information, or provide reasons for the delay in responding as soon as practicable, but no later than 45 days after receiving the request.

An organisation must provide reasons for a refusal to correct personal information.

If the individual and the organisation disagree about whether the information is accurate, complete and up to date, and the individual asks the organisation to associate with the information a statement claiming that the information is not accurate, complete or up to date, the organisation must take reasonable steps to do so.


Assessment


Findings


Will the project comply with this IPP/the FOI Act relating to Correction?

Will the project meet community expectations about the correction of personal information?

What else can be done to minimise risk and maximise protections in relation to the correction of personal information without compromising the project’s objectives?

Recommendation

Recommendation # 


Timeframe: 
Importance: 

Part 4
Assessment of the project: other privacy rights

The Victorian Charter of Human Rights and Responsibilities includes a ‘right to privacy’, which encompasses information privacy, but also includes bodily, territorial, communications and locational privacy.

Part 3 of this Report focussed on personal information privacy, as represented by the IPPs.  This Part of the Report assesses the project as against the other four facets of an individual’s right to privacy. 

Bodily privacy

Any interference in bodily privacy must be lawful, reasonable and not arbitrary.

Note: Bodily privacy issues are likely to arise in relation to medical procedures; a search of a person’s body, clothes or immediate belongings; taking of a bodily sample such as a blood test, saliva swab or urine test; and the housing and transport of prisoners.
Assessment



Findings


Will the project comply with the law with respect to this privacy right?

Will the project meet community expectations about bodily privacy?

What else can be done to minimise risk and maximise protections in relation to bodily privacy without compromising the project’s objectives?

Recommendation

Recommendation # 


Timeframe: 
Importance: 


Territorial privacy

Any interference in territorial privacy must be lawful, reasonable and not arbitrary.

Note: Territorial privacy issues are likely to arise in relation to entry into, search of or surveillance of a person’s home, car, other private space such as a locker, surveillance of private behaviour in a shared space such as a swimming pool, shopping centre or public street, or other needs for privacy in shared spaces such as room for prayer or breast-feeding.
Assessment


Findings


Will the project comply with the law with respect to this privacy right?

Will the project meet community expectations about territorial privacy?

What else can be done to minimise risk and maximise protections in relation to territorial privacy without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 


Locational privacy

Any interference in locational privacy must be lawful, reasonable and not arbitrary.

Note: Locational privacy issues are likely to arise when using technology that can track or record a person’s movements, such as Global Positioning System (GPS) in fleet vehicles, services that estimate location by triangulating mobile phone signals, or records showing where an identifiable person was at a particular time, such as cards or tokens used to access a building, ride a bus or drive on a tollway.

Assessment


Findings


Will the project comply with the law with respect to this privacy right?

Will the project meet community expectations about behavioural privacy?

What else can be done to minimise risk and maximise protections in relation to behavioural privacy without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 


Communications privacy

Any interference in communications privacy must be lawful, reasonable and not arbitrary.

Note: Communications privacy issues are likely to arise in relation to opening mail, monitoring emails or internet use, the interception or recording of telephone calls, the use of listening devices, and the storage of SMS messages.

Assessment


Findings


Will the project comply with the law with respect to this privacy right?

Will the project meet community expectations about communications privacy?

What else can be done to minimise risk and maximise protections in relation to communications privacy without compromising the project’s objectives?


Recommendation

Recommendation # 


Timeframe: 
Importance: 

Part 5
Assessment of the project: 
the privacy control environment

This Part of the Report assesses what might be termed the privacy control environment.

The privacy control environment refers to the mechanisms by which privacy protection will be managed as part of the project, or throughout the organisation.  This may include policies, procedures and structures which affect accountability for privacy compliance.  The first aspect mentioned here, Openness, is in itself one of the IPPs.

IPP 5: Openness 
An organisation must set out in a document clearly expressed policies on its management of personal information. The organisation must make the document available to anyone who asks for it.

On request by a person, an organisation must take reasonable steps to let the person know, generally, what sort of personal information it holds, for what purposes, and how it collects, holds, uses and discloses that information.

Assessment



Findings


Will the project comply with the law with respect to this privacy principle?

Will the project meet community expectations about openness?

What else can be done to minimise risk and maximise protections in relation to openness without compromising the project’s objectives?

Recommendation

Recommendation # 


Timeframe: 
Importance: 


The privacy management function 

The privacy management function encompasses responsibility, awareness and resources.  The privacy management function for a project should incorporate such matters as:

· one or more officers with nominated responsibility and appropriate skills

· a process or plan by which privacy risks are identified and rectified

· staff training, manuals and other resources

· clear responsibility and processes for complaint-handling

· regular audits to check compliance

· logging of access to personal information

· internal sanctions for misuse of personal information

Assessment



Findings


Will the project comply with the law with respect to this aspect of the privacy control environment?

Will the project meet community expectations about privacy management for the project?

What else can be done to minimise risk and maximise protections in relation to privacy management for the project without compromising the project’s objectives?

Recommendation

Recommendation # 


Timeframe: 
Importance: 


Accountability
Public trust in a project will be established and maintained through transparency about the project’s privacy impacts, throughout the life of the project.  Accountability for a project should incorporate such matters as:

· published assessment/s of the project’s privacy impacts;

· public consultation about the project’s privacy impacts;

· mechanisms for stakeholder and public input into the design of the project;

· independent oversight of the project; and

· reporting on the implementation of this PIA Report’s recommendations. 

Assessment


Findings


Will the project comply with the law with respect to accountability for the project?

Will the project meet community expectations about accountability for the project?

What else can be done to minimise risk and maximise protections in relation to accountability for the project without compromising the project’s objectives?

Recommendation

Recommendation # 


Timeframe: 
Importance: 

Part 6
Conclusions

A summary of findings

The critical recommendations


Are the privacy risks justified?

Project Action Plan

	#
	Recommendation
	Risk
	Cost to mitigate
	Time-frame
	Whether accepted
	Who assigned to
	Current status

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


In the table below, fill in any acronyms used in your report, as well as definitions of any special terms that a lay person may not otherwise understand. Privacy-related terms have already been completed for you.





� ASK Executive "" \d "[When you have completed the rest of this PIA Report, prepare an Executive Summary here.  Include a summary or overview of the most significant findings and critical recommendations.]" \o �[When you have completed the rest of this PIA Report, prepare an Executive Summary here.  Include a summary or overview of the most significant findings and critical recommendations.]�When you have completed the rest of this PIA Report, prepare an Executive Summary here.  Include a summary or overview of the most significant findings and critical recommendations.





Insert one or more diagrams to illustrate how personal information is likely to ‘flow’ as a result of this project.  You might consider one version showing how things work now, and a second version showing how things are intended to work if the project is implemented according to its current design.


Data flow diagrams should show each business unit and organisation involved in the project, including contracted service providers (identified in the section above), and show how personal information will move between those units.  You may need an accompanying table to explain the diagram and provide more detail.


An example is provided below of a project to implement reporting communications between a Department and its clients via email or SMS, with third parties providing the authentication and messaging services.  The project features initial client registration (steps 1-2), initial enrolment and identification for the new system (steps 3-4), the passage of a report coming into the Department (steps 5-8), a receipt communication (step 9) and a confirmation communication (step 10).]





Insert an explanation of your methodology in preparing this PIA Report.


For example you might make reference to the project documentation upon which the assessment in this report was based.  Also mention who has been consulted in the preparation of this Report, both internally and externally.  If you used an internal person or team to conduct the PIA, explain how you managed any conflicts of interest.


If you have done stakeholder and/or public consultation, explain here whether quotes taken from discussions are attributed only indirectly and in an aggregate manner, or whether they are directly attributed to individuals or organisations with their permission.


Also explain here on what basis you have assessed the likely community expectations about how privacy will be managed in this project.  For example, whether you commissioned research, used research from other sources, or conducted community consultation.





THIS IS A TEMPLATE DOCUMENT ONLY. 


This document has been prepared only to assist you structure a Privacy Impact Assessment (PIA) Report.  This template document should be used in conjunction with the Accompanying Guide.


This template document is intended to be adapted to your circumstances, depending on the project in question.  You can also reformat this document to suit your organisation’s style and project/risk management methodology, and remove the instructional text.


Bear in mind that not all of this template document will be relevant to your project.  For example, if a PIA is done for a significant upgrade or migration to a new system, or the conversion of information from paper to electronic format, and none of the collection, use or disclosures are to change.  In such a case you would not answer all the questions about collection, use and disclosure, instead indicating in those sections something like “the project represents no change in relation to information handling covered by this principle”.





Insert an explanation of the scope of this PIA Report – what it does and does not include.  �For example you might say the PIA has assessed the design stage of X Project, as it was on Y date, but a future PIA is intended to review the next stage.





Insert a brief overview of what the project is, in 2-3 paragraphs.  Imagine you are explaining the project to a member of the public; keep things simple, and avoid jargon.





Insert an overview of what the project is intended to achieve.  Clearly set out what public benefit is expected as an outcome of the project.  This rationale for the project is important, as you may need to weigh the benefits of the project as against the risks it will pose to individual privacy.]





Insert an explanation for how and why this project came about.  For example, a driver for a project might be to address recent concerns about the quality of customer service in your organisation, or for another project it might be a need to achieve efficiency savings.  Other possible drivers include the implementation of Government policy, or the advent of a new technology.]





Insert an explanation of the scope of the project, in terms of the organisations involved and the individuals likely to be affected.  


For example the project may involve a number of different business units within your organisation, as well as other Victorian public sector agencies, other State/Territory government agencies or the Commonwealth, community partner organisations, private sector stakeholders, and contracted service providers.  The individuals affected might be your staff, your clients, or broader members of the public.





Insert a detailed description of how the project will operate.  The following should be included:


IT design;


legislation – current and proposed;


policies, procedures, forms etc;


how the project will be communicated to clients;


the physical environment and staffing; and


accountability – plans for review, oversight, audit.


Explain here if alternative methods of delivering the project objectives have been considered and discarded, and if so for what reasons.





Insert a description of the environment affecting the project.  This may include the current legislative environment, social or political factors including current Government policies affecting the project, or technological parameters.





Insert a thorough explanation of what personal information will be collected as part of the project.  Ensure this is as detailed as possible.


For each organisation or unit involved in the project, outline:


what personal information will be collected;


whether health information will be collected;


whether sensitive information will be collected;


whether unique identifiers will be collected or adopted;


whether the collection of the personal information is authorised by your enabling legislation or other law, either implicitly or expressly;


how the information will be collected (e.g. on paper, by email, through online transactions, by CCTV, etc);


who will be providing the information (i.e. whether the subject of the information will be providing it themselves, or a third party such as another organisation);


whether the subject of the information will be aware of the collection of their personal information;


what notification will be given to the subject of the information about the collection; and


whether the subject of the information will have any choice about the collection of their personal information.





Insert a thorough explanation of what personal information will be used as part of the project.  Ensure this is as detailed as possible.


For each organisation or unit involved in the project, outline:


what personal information will be used;


whether health information will be used;


whether sensitive information will be used;


whether unique identifiers will be adopted or used;


for what purposes the information will be used; 


whether the purpose for which the personal information is to be used is directly related to the purpose for which the personal information was collected in the first place;


whether the subject of the personal information will be aware of the use of their personal information for this purpose; and 


whether the use of the personal information is authorised by your enabling legislation or other law.





Insert a thorough explanation of what personal information will be disclosed as part of the project.  Ensure this is as detailed as possible.


By ‘disclosure’ we mean disclosed to another person or body outside the organisation or unit.


For each organisation or unit involved in the project, outline:


what personal information will be routinely disclosed;


whether health information will be routinely disclosed;


whether sensitive information will be routinely disclosed;


whether unique identifiers will be disclosed;


for what purposes the information will be routinely disclosed;


whether the purpose of disclosure is directly related to the purpose for which the personal information was collected in the first place;


whether the subject of the personal information will be aware of the disclosure of their personal information for this purpose;


whether the routine disclosure of the personal information is authorised by your enabling legislation or other law;


whether other disclosures might also be contemplated from time to time (e.g. whether personal information might also be disclosed to a law enforcement agency on request); and


whether any information will be transferred outside Victoria.





Insert a thorough explanation of how the quality of personal information will be assured as part of the project.  Ensure this is as detailed as possible.


For each organisation or unit involved in the project, including contracted service providers, outline how they will ensure that the personal information they collect, use or disclose is accurate, complete and up to date.  This may include an explanation of any opportunity given to individuals to correct or update their personal information before it is collected, used or disclosed.





Insert a thorough explanation of how personal information will be stored and secured as part of the project.  Ensure this is as detailed as possible.


For each organisation or unit involved in the project, including contracted service providers, outline:


what personal information will be stored by that organisation or unit;


what format the personal information will be stored in (e.g. paper, electronic);


where the personal information will be stored and by whom;


what security and access controls will secure the stored personal information from misuse, loss, unauthorised use or disclosure;


how long it will be stored for; and


how and when it will be disposed of.


Diagrams or tables may be useful to illustrate the security and access controls and audit measures to be used to protect the personal information.  For example a diagram showing network structure, firewalls and the like may illustrate network security.





Insert a thorough explanation of how individuals will be able to access and, if necessary, correct their personal information as part of the project.  Ensure this is as detailed as possible.





Ranking your recommendations will allow your organisation to prioritise its response.  Recommendations which aim to mitigate a high level of privacy risk should be strongly urged, even if the cost of implementing your proposed mitigation strategy is also high.  However low-level risks which would generate a high cost to mitigate may be considered less important.


Insert an explanation of the Timeframe, Risk and Cost to implement rankings you have applied to each recommendation.  


The Timeframes you set will need to be appropriate for your project.  For example, you might set out a timeframe of Immediate = within 2 months; Short-term = 2-6 months; and Long-term = 7-12 months.  Or Immediate = before tendering; Short-term = before the database design is finalised; and Long-term = before we ‘go live’.


Risk refers to the level of privacy risk if the recommendation is not followed.  You can use a simple scale like ‘High’, ‘Medium’ and ‘Low’.


Cost to implement refers to the cost of implementing the recommendation, meaning the financial cost, the time or resources involved, and the opportunity cost in terms of the impact on achieving the project’s objectives.  You can use a simple scale like ‘High’, ‘Medium’ and ‘Low’.





Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this privacy right.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this privacy right.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this privacy right.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this privacy right.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this privacy right.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this principle.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this aspect of the privacy control environment.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your assessment of the project in relation to this aspect of the privacy control environment.  Identify privacy risks as well as privacy-positive features.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Insert your findings under the following three headings.








Insert any recommendations you make to mitigate the privacy risks or enhance privacy protection in relation to this principle.


USE THE ACCOMPANYING GUIDE WHEN COMPLETING THIS SECTION.





Fill in the first four columns in the table below for each recommendation made.  This segment of the PIA Report can then be extracted as an Action Plan for the project team to document acceptance or rejection of each recommendation, and manage implementation of the recommendations.  It may also be appropriate to add this document to the Risk Register or Issues Log for the project.





Insert an overview of the critical recommendations.  This should identify which privacy risks can be mitigated by following actions recommended in this Report.





Insert an overview of which privacy risks cannot be mitigated, the likely public reaction to such risks, and whether the risks are outweighed by the public benefit in the project proceeding nonetheless.





Insert a summary or overview of the most significant findings, in relation to both identified privacy risks and identified privacy-enhancing features.





Note: Most of the Victorian public sector is governed by the correction provisions in the FOI Act.  IPP 6 only applies to organisations not governed by the FOI Act.  Assess your project against whichever correction rules apply to your project.





Note: Most of the Victorian public sector is governed by the access provisions in the Freedom of Information (FOI) Act.  IPP 6 only applies to organisations not governed by the FOI Act.  Assess your project against whichever access rules apply to your project.
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