The challenges of personal data markets and privacy

Sarah Spiekermann1 & Alessandro Acquisti 2 & Rainer Böhme3 & Kai-Lung Hui4

[RQ]  issues associated with personal data markets, focusing on the privacy challenges
[RQ]  Against the background of these market promises as well as economic, social and political risks, we aim to offer an academic perspective on personal data markets. We discuss where these markets stand, legally, technically and ethically, and highlight the major questions that market players and policy makers will arguably need to face in handling those markets
[RQ]  Our position—against this background—is that companies, which hold customer relationships should go back to more trustworthy relationships with their customers. 
[RQ]  First parties should not rely on ‘data-deals’ too much, but compete on service and product quality

[RQ]  [first parties should] only allow for data sharing with third parties if customers allow this to happen 

[RQ]  [first parties should] only allow for data sharing with third parties if ... customers ... get a fair share of the deal in a transparent way
[RQ]  Where data is shared and used, it should be ensured [by first parties] that the terms of the deal agreed on with the data subjects are technically and legally respected
[RQ]  transparent business scenario [by first parties]
Combining the initial statement of the paper's purpose with the conclusions that it reaches, the RQ appears to be reasonably interpreted as:  'What risks confront companies operating in personal data markets, and what approaches should market players take to managing them?'.

____________

[RP-O]  Personal data is increasingly conceived as a tradable asset [by which stakeholders(s)?]
[RP-O]  new ways of valuating individuals’ data are being proposed [from which stakeholder(s)' perspective(s)?]
[RP-O]  information pertaining to individuals had become a crucial asset in the digital economy [from which stakeholder(s)' perspeective(s)??]
[RP-O]  the sectors leveraging personal data will leap ahead of the rest of the economy
[RP-O]  [business] entities collecting, analyzing, and trading [the  new asset class of] personal information

[RP-O]  Personal data is seen as a new asset because of its potential for creating added value for companies and consumers
[RP-O]  Personal data is seen as a new asset [by which stakeholders(s)?] ... for its ability to enable services
[RP-O]  Companies use personal data for a variety of purposes: reduce search costs for products via personalized and collaborative filtering of offerings

[RP-O]  Companies use personal data [to] ... lower transaction costs for themselves and for consumers
[RP-O]  Companies use personal data [to] ... conduct risk analysis on customers

[RP-O]  Companies use personal data [to] ... increase advertising returns through better targeting of advertisements
[RP-O]  a product in itself ... strategic capital that allows businesses to derive superior market intelligence or improve existing operations.

[RP-O]  new forms of product development [by businesses]
[RP-O]  price discrimination [from which stakeholder(s)' perspective(s)?]
[RP-O]  Businesses can also build competitive advantage or create market entry barriers by using personal information to lock customers in
[RP-O]  how personal information could be priced [for the benefit of which stakeholders(s)?]
[RP-O]  market structures and business models that may allow consumers to get into the driver’s seat for their personal data 

[RP-O]  the government should have free access to one’s date of birth for purposes such as identification
[RP-O]  data stimulates innovation [by business] when it is shared without knowing in advance what others will figure out to do with it.

There were 19 passages that indicated stakeholder objectives.

Keywords:

•
'business', 'companies', 'sectors', '[business] entities' 
(17, of which 9 sole, 2 explicitly dual, 6 which could be interpreted as sole or dual)

•
'consumers' (3-9, of which 1 sole, 2 explicitly dual, 0-6 which are possibly as dual)


However, it is far from clear that individuals conceive of their data as even being an asset, let alone as 'a tradable asset' whose value-adding potential they should 'valuate', let alone 'a crucial asset';  and hence it is unclear that they are in a position to participate with corporations in pricing processes.  So the extent to which it is realistic to treat the 6 ambiguous passages as being dual-perspective is in some doubt


In addition, the paper almost completely overlooks secondary markets in personal data, in which the individuals to whom the data relates are not participants

•
'government' (1)

The ratio of corporation to consumer mentions is at best 17:9, but more realistically 17:3.

There is a lack of discussion of personal objectives and trade-offs as objectives.  What degree of 'marketing efficiency' do people want?  To what extent are 'innovative services' and 'convenience' important to them?  If individuals actually knew and understood what was done with their data, would they willingly trade it at all, and if so then for what price?  How much diversity exists in the outlooks and valuations of different categories of people?  To what extent do people relinquish control of data about themselves because of the power relationships with suppliers, in particular the personal costs involved in searching out alternative suppliers with less intrusive demands, the embarrassment of being a trouble-maker, the difficulties in achieving any form of dialogue with the supplier, and the commonality of intrusive demands for personal data among alternative suppliers?  Research questions from the perspective of individuals are overlooked, whereas those that reflect the perspective of corporations are prioritised. 

____________

[RP-C]  legal obligations over protection of personal data 

[RP-C]  individuals’ concerns over its privacy 
[RP-C]  the legal uncertainty surrounding its management. Privacy regulation ... is an evolving and among the least globally harmonized fields of law
[RP-C]  businesses operating in a digital economy without borders are exposed to legal and enforcement risks 
[RP-C]  liabilities ... from the risk that large collections of personal data become targets of cybercrime,

[RP-C]  protection technology and organizational processes [effort]
[RP-C]  breach notifications that damage a firm’s reputation and market value
[RP-C]  public opinion’s responses to personal data breaches.

[RP-C]  rash government intervention
[RP-C]  the ethical right to privacy would be antithetical to the very idea of markets for personal data
[RP-C]  Internet users’ apparent comfort with sharing their data
[RP-C]  organizations ... engage in the trading of consumer data, operating in legal grey zones
[RP-C]  In many countries, the use of personal data is highly regulated
[RP-C]  These [legal] principles leave little room for market negotiations between the data subject and the data controller, let alone between third parties
[RP-C]  personal data markets must deal with these [legal] constraints or operate in grey areas  ... For example, [exploiting] enforcement gaps or regulatory arbitrage between jurisdictions

[RP-C]  markets for personal data would need to rely on legal frameworks that establish alienability, rivalry, and excludability for personal data, and assign initial ownership to an entity such as the data subject
[RP-C]  Data controllers with data-intensive business models may need to adequately compensate data subjects
[RP-C]  business models no longer profitable when personal data is costly may vanish or pursue other sources of revenue
[RP-C]  challenge ... how to value personal information
[RP-C]  price discovery in personal data markets. How can buyers and sellers negotiate in a setting where information is inherently asymmetric? What market mechanism can determine the right price under the constraint of minimal information leakage? How should buyers and sellers do the accounting for their trades? And how can auditors detect fraud or bust cartels? 

[RP-C]  will the difference match the data subject’s preference for being less identifiable? 
[RP-C]  how can we ensure that personal data markets will not detach from the real lives of people?
[RP-C]  how the mere existence of personal data markets may affect society.

[RP-C]  strategic data subjects who maximize the value of their personal data and therefore engage in strategic behavior
[RP-C]  how to internalize such privacy externalities [such as where users often cross-post information about others] so that the data subject can be fairly compensated
[RP-C]  to restrict the sharing and use of personal data, but such policy can distort service quality and social welfare
[RP-C]  tailoring property rights so that they are compatible with the notion of privacy as a fundamental right, defining the initial allocation of property rights, balancing sanctions, and seeking international coordination [i.e. providing a legal basis for trading in data]
[RP-C]  people should always retain the right to use their personal data in private contexts
[RP-C]  when a data item concerns the relation between multiple data subjects
[RP-C]  the problem of false information and the risk of false accusation
[RP-C]  one can envisage interfaces that empower individuals to manage their personal data [i.e. the need for but absence of and challenges in enabling data management by individuals]
[RP-C]  how to build interfaces that make personal data markets usable for ordinary people.

[RP-C]  ethical concerns about whether people’s lives, materialized in their data traces, should be property at all

[RP-C]  [ethical concerns about] whether in fact personal data should be considered inalienable from data subjects
[RP-C]  [ethical concerns about] “propertization of the human being” 

[RP-C]  liberty to form preferences and opinions [ICCPR Art.19.1:  Everyone shall have the right to hold opinions without interference.]

[RP-C]  renders people into “data subjects” whose “digital identities” are traded and used (potentially without their knowledge and consent)
[RP-C]  commercial data handling practices now promoted by personal data market proponents seem to completely undermine or even dissolve this value [privacy]. Common market practices, such as the aggregation of personal data, identification, secondary use, exclusion, and decisional interference are all recognized privacy breaches ...  a dilemma in which personal data markets operate 

[RP-C]  can personal data really evolve to become an asset for people? Can people develop a psychology of ownership for their data in the same way as they do for tangible assets? 
[RP-C]  Will people not want to continue freely communicate online, chat, talk, post and provide their data?  [ICCPR Art.19.2:  Everyone shall have the right to freedom of expression]

[RP-C]  people are heterogeneous in terms of privacy preferences and hence their potential participation in markets for personal information 

[RP-C]  whether the desire to stay private may disadvantage some people in personal data markets more than others [and hence Pareto optimality is not achievable]

[RP-C]  what kind of controls and guarantees do they want and need to trust in the market they participate in?
[RP-C]  “third parties” ... collect, aggregate, infer, resell and package users’ data ... without any ordinary user expecting that this is happening. ... If they learned about today’s volume and business done with their data among third parties, they may be surprised and feel betrayed. ... companies ... could all be hit by a backlash from users once [people] find out
[RP-C]  Third-party use of data is seen rather negatively, in an identified as well as anonymous form
[RP-C]  they cannot expect that everyone will agree to such secondary uses and hence they need to give their customers a true choice over participation
There were 46 passages that indicated constraints on the achievement of stakeholder objectives.

The diversity of keywords found was sufficient that two rounds of keyword identification, classification, sorting and review were necessary in order to lay a sufficient foundation for interpretation of the passages.

Keywords:

•
LEGAL AND REGULATORY (10)
[RP-C]  legal obligations over protection of personal data 

[RP-C]  the legal uncertainty surrounding its management. Privacy regulation ... is an evolving and among the least globally harmonized fields of law
[RP-C]  businesses operating in a digital economy without borders are exposed to legal and enforcement risks 
[RP-C]  liabilities ... from the risk that large collections of personal data become targets of cybercrime,

[RP-C]  breach notifications that damage a firm’s reputation and market value
[RP-C]  rash government intervention
[RP-C]  organizations ... engage in the trading of consumer data, operating in legal grey zones
[RP-C]  In many countries, the use of personal data is highly regulated
[RP-C]  These [legal] principles leave little room for market negotiations between the data subject and the data controller, let alone between third parties
[RP-C]  personal data markets must deal with these [legal] constraints or operate in grey areas  ... For example, [exploiting] enforcement gaps or regulatory arbitrage between jurisdictions

•
INDIVIDUAL CONCERNS (21) incl. concerns, human rights, ethics of propertisation, capacity to participate, heterogeneity, strategic behaviour

[RP-C]  individuals’ concerns over its privacy 
[RP-C]  the ethical right to privacy would be antithetical to the very idea of markets for personal data
[RP-C]  Internet users’ apparent comfort with sharing their data [interpreted as meaning that lack of transparency is an essential ingredient, because otherwise personal concerns would give rise to pushback]

[RP-C]  will the difference match the data subject’s preference for being less identifiable? 
[RP-C]  how can we ensure that personal data markets will not detach from the real lives of people?
[RP-C]  strategic data subjects who maximize the value of their personal data and therefore engage in strategic behavior
[RP-C]  to restrict the sharing and use of personal data, but such policy can distort service quality and social welfare
[RP-C]  people should always retain the right to use their personal data in private contexts
[RP-C]  when a data item concerns the relation between multiple data subjects
[RP-C]  one can envisage interfaces that empower individuals to manage their personal data [i.e. the need for but absence of and challenges in enabling data management by individuals]
[RP-C]  ethical concerns about whether people’s lives, materialized in their data traces, should be property at all

[RP-C]  [ethical concerns about] whether in fact personal data should be considered inalienable from data subjects
[RP-C]  [ethical concerns about] “propertization of the human being” 

[RP-C]  liberty to form preferences and opinions [ICCPR Art.19.1:  Everyone shall have the right to hold opinions without interference.]

[RP-C]  renders people into “data subjects” whose “digital identities” are traded and used (potentially without their knowledge and consent)
[RP-C]  commercial data handling practices now promoted by personal data market proponents seem to completely undermine or even dissolve this value [privacy]. Common market practices, such as the aggregation of personal data, identification, secondary use, exclusion, and decisional interference are all recognized privacy breaches ...  a dilemma in which personal data markets operate 

[RP-C]  can personal data really evolve to become an asset for people? Can people develop a psychology of ownership for their data in the same way as they do for tangible assets? 
[RP-C]  Will people not want to continue freely communicate online, chat, talk, post and provide their data?  [ICCPR Art.19.2:  Everyone shall have the right to freedom of expression]

[RP-C]  people are heterogeneous in terms of privacy preferences and hence their potential participation in markets for personal information 

[RP-C]  whether the desire to stay private may disadvantage some people in personal data markets more than others [and hence Pareto optimality is not achievable]

[RP-C]  they cannot expect that everyone will agree to such secondary uses and hence they need to give their customers a true choice over participation
•
SOCIAL CONCERNS (4) incl. public opinion

[RP-C]  public opinion’s responses to personal data breaches.

[RP-C]  how the mere existence of personal data markets may affect society.

[RP-C]  “third parties” ... collect, aggregate, infer, resell and package users’ data ... without any ordinary user expecting that this is happening. ... If they learned about today’s volume and business done with their data among third parties, they may be surprised and feel betrayed. ... companies ... could all be hit by a backlash from users once [people] find out
[RP-C]  Third-party use of data is seen rather negatively, in an identified as well as anonymous form
•
MARKET DESIGN (11) incl. legal enablement (esp. property law), valuation processes, price-discovery processes, data quality, infrastructure and process cost, data cost

[RP-C]  protection technology and organizational processes [effort]
[RP-C]  markets for personal data would need to rely on legal frameworks that establish alienability, rivalry, and excludability for personal data, and assign initial ownership to an entity such as the data subject
[RP-C]  Data controllers with data-intensive business models may need to adequately compensate data subjects
[RP-C]  business models no longer profitable when personal data is costly may vanish or pursue other sources of revenue
[RP-C]  challenge ... how to value personal information
[RP-C]  price discovery in personal data markets. How can buyers and sellers negotiate in a setting where information is inherently asymmetric? What market mechanism can determine the right price under the constraint of minimal information leakage? How should buyers and sellers do the accounting for their trades? And how can auditors detect fraud or bust cartels? 

[RP-C]  how to internalize such privacy externalities [such as where users often cross-post information about others] so that the data subject can be fairly compensated
[RP-C]  tailoring property rights so that they are compatible with the notion of privacy as a fundamental right, defining the initial allocation of property rights, balancing sanctions, and seeking international coordination [i.e. providing a legal basis for trading in data]
[RP-C]  the problem of false information and the risk of false accusation
[RP-C]  how to build interfaces that make personal data markets usable for ordinary people.

[RP-C]  what kind of controls and guarantees do they want and need to trust in the market they participate in?
____________
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About 25% of the passages relate to challenges in the design of personal data markets.  The remainder comprise 60% the concerns of individuals, 11% more general social concerns, and 29% legal and regulatory factors.  The existence of laws is of course a reflection of the nature and degree of individual and social concerns.

Apart from technical (market design) factors, almost all of the constraints related to individuals and almost none of them to corporations.  An arguable exception was classified as a market design factor:  "what kind of controls and guarantees do [people] want and need to trust in the market they participate in?" (p. ).

_______

If the approach that researchers are adopting were dual-perspective in nature, then some degree of balance would exist between the mentions of the two stakeholder groups.  The content analysis shows, on the other hand, that corporations dominate passages dealing with objectives (possibly only 17:9, but more realistically 17:3), whereas individual and social concerns dominate the passages dealing with constraints (35:0 or 34:1).  

The position paper is concerned with how corporations can exploit personal data.  Individuals' interests are addressed, at considerable length, but as a constraint on the achievement of corporations' objectives.  The extent of public concern is so great that corporations' market power may be challenged by that of individuals, combined with the institutional power of regulators.  It is therefore necessary that corporations take account of individuals' interests – although, by definition, only to the extent necessary to manage the risks to corporations' own interests. 
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