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ORIGINAL VERSION

The final paper in the Special Issue is a Position Paper by the Issue Editors (Spiekermann et al. 2015b).  As might be expected from leaders in the field, this paper evidences vastly greater awareness of the issues raised in this paper.  The Issue Editors' intention is to outline "some of the economic, technical, social, and ethical issues associated with personal data markets, focusing on the privacy challenges they raise" (p. 161).

However, the Position Paper also embodies some of the key problems that the researcher perspective analysis exposed.  The paper is strongly oriented towards the needs of business and government.  The paper is framed not in terms of balance between competing interests, but in terms of 'privacy challenges':  "We ... highlight the major questions that market players and policy makers will arguably need to face in handling [personal data] markets" (p.162), and "The challenge is how to internalize ... privacy externalities so that the data subject can be fairly compensated" (p.161).   The conclusion is that "Our position ... is that companies, which hold customer relationships  should go back to more trustworthy relationships with their customers" (p.165, emphases added).  The researcher perspective in  all of these key quotations is unequivocally that of the organisations that participate in markets, with the interests of individuals – even where they are themselves market-players–relegated to constraints on the interests of corporate players.

The paper notes that "Thought leaders have proposed whole new market structures and business models that may allow consumers to get into the driver’s seat for their personal data (Searls 2012; Hamlin 2013)" (p.162), acknowledges negative effects on society of "the mere existence of personal data markets" (p. 163), mentions "social cohesion, equality of opportunity, freedom, and democracy" (p.163), and includes a 3/4-page segment considering the concerns of individuals (pp.164-165).  However, these are presented as 'challenges'  to business, not as a means of addressing the needs of individuals, nor as a way of shifting research from a system-sponsor orientation to a dual-or multi-perspective approach.

Even where a statement is made about self-management, it falls short of the care, insight and precision with which the case for organisations is argued.  A key passage is that "one can envisage interfaces that empower individuals to manage their personal data ..., ideally on their own trusted devices;  this practice would establish a strong base for the user’s digital identity" (p.164, emphasis added).  This makes the assumption that self-management can be delivered by 'interfaces' rather than by architectures, designs, interoperable infrastructure, and hardware and software features;  and it overlooks the critical need for people to have not one but many digital identities (Clarke 2004, 2009).

Further, the paper lacks recognition of the significance of data protection to the physical safety of many segments of society (GFW 2011).  This dimension of privacy is becoming far more important than it was in the past because of the substantial recent developments in relation to promiscuity of personal data and location from handsets (Clarke 1999b, Dobson & Fisher 2003, Clarke & Wigan 2011, Michael & Clarke 2013), and the loudly-promised proliferation of eObjects that are intended to continually monitor individuals' behaviour, associations and movements (Weber 2010, Manwaring & Clarke 2015).  Moreover, the single mention of 'democracy' fails to convey the impossibility of exercising political freedoms in a context in which surveillance of behaviour and experience are pervasive (Raab 1997, Gross 2004, Clarke 2008b).

The paper notes that "many consider privacy an inalienable right [but] data markets have developed in the opposite direction" (p.162).  This fails to confront the crucial facts that the 'inalienable right' is embodied in an international convention that has been ratified by 175 nations, and acceded to by 94 of them, representing the large majority of the world's population (ICCPR 1966), and that scores of countries have embedded these rights at least in legislation, and in many cases in their constitutions.  The problem goes even deeper, however, in that the breaches committed by organisations are glossed over, by referring to "legal grey zones", "enforcement gaps" and "regulatory arbitrage", which give the appearance of mere playfulness rather than the corporate misbehaviour and in some cases outright illegality that it actually is.

The paper recognises that "Interpreting personal data as a tradable good raises ethical concerns about whether people’s lives, materialized in their data traces, should be property at all" (p. 164).  On the other hand, the discussion continually reverts to the paper's dominant theme of 'data as property', and the emphasis on how people's reticence can be overcome, and how people can be made to put a price on access to their data – all to meet the desires of corporations, irrespective of the needs and desires of people.  The Position Paper to some degree recovers the gross imbalance of the Special Issue, but it too is strongly committed to the perspective of traders, it evidences too little investment in representing the interests of consumers and usees, and it missed the opportunity to draw to attention and to  dispute the one-sidedness of the research reported on in the five papers falls far short of the need.
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REVISED VERSION

Combining the initial statement of the paper's purpose with the conclusions that it reaches, the RQ appears to be reasonably interpreted as:  'What risks confront companies operating in personal data markets, and what approaches should market players take to managing them?'.

There were 19 passages that indicated stakeholder objectives.

Keywords:

•
'business', 'companies', 'sectors', '[business] entities' 
(17, of which 9 sole, 2 explicitly dual, 6 which could be interpreted as sole or dual)

•
'consumers' (3-9, of which 1 sole, 2 explicitly dual, 0-6 which are possibly as dual)


However, it is far from clear that individuals conceive of their data as even being an asset, let alone as 'a tradable asset' whose value-adding potential they should 'valuate', let alone 'a crucial asset';  and hence it is unclear that they are in a position to participate with corporations in pricing processes.  So the extent to which it is realistic to treat the 6 ambiguous passages as being dual-perspective is in some doubt


In addition, the paper almost completely overlooks secondary markets in personal data, in which the individuals to whom the data relates are not participants

•
'government' (1)

The ratio of corporation to consumer mentions is at best 17:9, but more realistically 17:3.

There is a lack of discussion of personal objectives and trade-offs as objectives.  What degree of 'marketing efficiency' do people want?  To what extent are 'innovative services' and 'convenience' important to them?  If individuals actually knew and understood what was done with their data, would they willingly trade it at all, and if so then for what price?  How much diversity exists in the outlooks and valuations of different categories of people?  To what extent do people relinquish control of data about themselves because of the power relationships with suppliers, in particular the personal costs involved in searching out alternative suppliers with less intrusive demands, the embarrassment of being a trouble-maker, the difficulties in achieving any form of dialogue with the supplier, and the commonality of intrusive demands for personal data among alternative suppliers?  Research questions from the perspective of individuals are overlooked, whereas those that reflect the perspective of corporations are prioritised. 

There were 46 passages that indicated constraints on the achievement of stakeholder objectives.  The diversity of keywords found was sufficient that two rounds of keyword identification, classification, sorting and review were necessary in order to lay a sufficient foundation for interpretation of the passages.

About 25% of the passages relate to challenges in the design of personal data markets.  The remainder comprise 60% the concerns of individuals, 11% more general social concerns, and 29% legal and regulatory factors.  The existence of laws is of course a reflection of the nature and degree of individual and social concerns.

Apart from technical (market design) factors, almost all of the constraints related to individuals and almost none of them to corporations.  An arguable exception was classified as a market design factor:  "what kind of controls and guarantees do [people] want and need to trust in the market they participate in?" (p. ).

If the approach that researchers are adopting were dual-perspective in nature, then some degree of balance would exist between the mentions of the two stakeholder groups.  The content analysis shows, on the other hand, that corporations dominate passages dealing with objectives (possibly only 17:9, but more realistically 17:3), whereas individual and social concerns dominate the passages dealing with constraints (35:0 or 34:1).  

The position paper is concerned with how corporations can exploit personal data.  Individuals' interests are addressed, at considerable length, but as a constraint on the achievement of corporations' objectives.  The extent of public concern is so great that corporations' market power may be challenged by that of individuals, combined with the institutional power of regulators.  It is therefore necessary that corporations take account of individuals' interests – although, by definition, only to the extent necessary to manage the risks to corporations' own interests. 
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