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ORIGINAL VERSION

Heimbach et al. (2015) is addressed to “developers of product recommenders” (p.137).  The paper proposes and evaluates the priming of recommender systems using personal data acquired from Facebook profile data.  The authors blithely assume that every online merchant's web-site "has access to rather rich, complete and up-to-date data which users provide voluntarily and implicitly" (p. 127).  That assumption is not only ethically inappropriate – because the users were merely logging into the shop using their Facebook account, and very few would have contemplated the wholesale use of all of their Facebook data by the merchant  –  but the assumption is very probably also wrong at law, perhaps even in the highly permissive US context.  Again, the large majority of the stream of research on which the work builds is in the computing disciplines, and it is almost entirely devoid of knowledge of or concern about consumer interests, to the extent of ignoring consumer protection laws.  The sole indication of any recognition by the authors that consumers’ interests may be relevant is their statement that "the [experimental] subjects ... participated voluntarily but may refrain from using the system in a real setting" (p.137) – but once again the interests that drive the discussion are those of the system sponsor in achieving paticipation by consumers.  The authors  deny consumer privacy, and yet they suppress the name of "the world’s largest mail order  company (anonymous for confidentiality reasons)" (p.126), without appearing to notice the irony of doing so. 

_______________

REVISED VERSION

The third paper, Heimbach et al. (2015) adopts as its Research Question"what kind of data on a user’s social networking site profile [serves] as a good base for product recommendations at a social shopping site ... to contribute to the existing research on solving the cold start problem?" (p. 126).

In order to appreciate the researcher perspective adopted, three categories of passages were identified, extracted and analysed.  The first category comprises those that identify stakeholders whose interests are regarded as Objectives.  A total of 7 relevant passages were identified in the text, together with the paper's title.  Only 1, in the Conclusions section, made explicit reference to the ultimate beneficiary, referring to "developers of product recommenders based on Facebook profile data" (p. 137).

Of the other passages, 3 plus the title referred to the generation of targeted product recommendations for new users, but left open which stakeholder(s) is/are the intended beneficiary.  However, from the context, it was clear that service to the user was not the end in itself, but a means to an end.  The end was expressed as "to increase the user’s perceived usefulness of and trust in the recommendation system" (p. 126), and to "foster add-on and cross-sales" (p. 125).  This is consistent with the Research Question's focus on social shopping sites as the intended beneficiaries of the research.  The impression is reinforced by the declaration that the source of the catalogue data was "the social shopping site of the world’s largest mail order company" (p. 126).  

The second category of passages were those that identify stakeholders whose interests act as Constraints on the achievement of the Objectives.  There were 6 such passages, of which 3 related to the lack of transaction history for new users, also referred to as 'the cold start problem'.  Of the others, 1 considered the impact of a new user not being satisfied with the recommender system, 1 noted that users are often not willing to provide such information, and the other (although expressed in a positive form) was interpreted as referring to the fact that limited information on a user's profile site reduces recommendation quality.  Hence, in all of the 6 instances where stakeholder interests were perceived as Constraints, the stakeholder in question was users of social shopping cites.

A third category of relevant passages was identified.  These relate to the Researcher Perspective, in particular to constraints on the Objective, but where the Constraint is latent rather than apparent.  Despite noting that "the users are often not willing to provide such information" (p. 127), the word 'privacy' occurs only twice in the paper, there is no discussion of the privacy interests of new users, and the reader is simply referred to an article by one of the Special Issue Editors.

Yet users' privacy interests intrude into the authors' narrative in 12 passages, one of them requiring a 180-word diversion.  Those passages give rise to a number of inferences:

•
the "huge body of user data" that exists (p. 125) is acknowledged as being for the purpose of 'friendships', yet the researchers assume that the data is available for other purposes as well

•
the further assumptions are made that:

•
"users enable access" to their data merely by logging in with their social networking platform account

•
users provide this access "voluntarily"

•
users provide this access "implicitly"

•
by implication, this is sufficient authority for social shopping sites to access the data

•
a low level of understanding of the nature of consent is evident.  Even in the highly permissive US environment, the context described may well not represent the consent to the use of the data on which the technique depends.  In the much more restrictive German environment in which the research was conducted, it is highly unlikely that such an approach satisfies the requirements of consent:  It is necessary to "be able to demonstrate that the data subject has consented", and "If the data subject's consent is given in the context of a written declaration which also concerns other matters, the request for consent shall be presented in a manner which is clearly distinguishable from the other matters, in an intelligible and easily accessible form, using clear and plain language" (GDPR Arts. 7.1, 7.2)

•
Study 2 of the two-part experimental process suffered a massive refusal rate, known to be at least 55%, i.e. 47 / (47+38), but potentially much greater.  Yet no awareness is evident that this raises serious questions about whether Study 1 was in breach of ethics requirements, because such information as was provided about permissions was "only a small part" buried in "a lot of general information" (p. 134)

•
a massive refusal rate was experienced in an experimental setting using volunteers.  Yet no awareness is evident that this might mean that the exploitation of user’s social networking site data is socially unacceptable – as well as being quite possibly illegal as well, at least in some relevant jurisdictions

•
the corporate interest in anonymity is expressly respected (although, given that the partner is described as "the world’s largest mail order company", re-identification is straightforward).  Yet there is no acknowledgement of the personal interest in privacy – a value that is supported by human rights laws, in most countries embedded in the constitution, whereas corporate confidentiality is conferred merely by the researchers' contractual arrangements with their partner

These factors together suggest that the researcher perspective is so fully committed to the interests of social shopping sites that the sites' users' privacy interests have been pushed far into the background.
The research reported in this paper evidences the following characteristics:

•
it adopts a single researcher perspective, that of social shopping sites

•
the interests of stakeholders other than social shopping sites, in particular the users of those sites, are treated only as constraints on the sites' objectives

•
it exploits personal data generated through the use of social media services, but for a purpose distinct from the data's original purpose

•
the paper makes highly questionable assumptions about consent by users to use of the data by social shopping sites

•
the paper fails to consider the privacy implications of the technique used, despite noting the massive refusal rate experienced during the second phase of the research

One possibility is that these characteristics are peculiar to the particular paper.  On the other hand, the paper was reviewed and accepted for publication by senior academics acting as Special Section Editors of a highly reputable journal.  Another possibility is, therefore, that the characteristics in question are common across the genre of laboratory experimentation into the exploitation of social media data.  This would arguably represent a serious issue in relation to the ethicality of that genre, and it is accordingly important that further research be undertaken to assess whether other such publications exhibit the same characteristics.  

–   3   –


