Information Sheet

SmartGate

Customs SmartGate is an automated border processing system that undertakes the face-to-passport check usually undertaken by a Customs officer. 

The system uses photo-matching technology to compare a live image taken at the Customs control point against one or more stored images of that same person.

In a world first, SmartGate has been installed at the Customs control point for Qantas aircrew at Sydney International Airport.  In less than ten seconds SmartGate performs all necessary image verification and customs/immigration checks, allowing enrolled aircrew to pass through Customs quickly while maintaining a high level of security.

All users must have previously enrolled in the system.  During enrolment Customs validates the travellers passport, performs the face to passport identity checks, scans biodata from the passport and collects 5 images of the person.  The process takes less than 1 minute.

SmartGate has been introduced in partnership with the Department of Immigration and Multicultural and Indigenous Affairs and Passports Australia.  Users are subject to all existing Customs, Immigration and Quarantine requirements and must continue to declare any goods subject to government prohibitions or restrictions.

Privacy 

By law, Customs is required to adhere to the Information Privacy Principles set out in the Privacy Act 1988.  Customs has worked closely with the Office of the Federal Privacy Commissioner to safeguard the privacy of SmartGate users.

The only images used during the SmartGate transaction are the enrolment images and the live images of that same person taken at the kiosk.  These images will not be compared to images in any other database.

SmartGate enrolment is entirely voluntary.  If Qantas crew do not wish to use SmartGate a Customs officer can manually process them at the crew channel. 

Facts and Figures (current at 12 February 2003)

Usage

Number of enrolled crew
   3,375

Number of transactions
 13,000

System performance rates

Customs has been working on the development of this system for around two years.  Customs has extensively tested the Cognitec Systems’ FaceVACS software being used in SmartGate.  The FaceVACS system is highly accurate and consistent across a range of variables including aging, ethnicity and changes in facial appearance (eg. glasses/no glasses, facial hair/no facial hair).  

An evaluation of the transactions to date shows that none of the Qantas aircrew have been or would be falsely accepted as another person.  Only between 2-3% of aircrew have been referred to a Customs officer for manual processing.  

Efficiency

SmartGate has resulted in faster crew processing, while maintaining a high level of security.

Manual processing.

  35 seconds

SmartGate processing.

<10 seconds

Note: Figures are indicative only.  Individual processing times vary.

Future

SmartGate’s performance is expected to continue to exceed minimum processing targets.  Customs is keen to extend the benefits of the new technology to other travellers and is planning to expand the automated crew processing system to other aircrew at additional Australian international airports in 2003-04.

